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PARTICIPATING ADDENDUM 
to NASPO ValuePoint 

Copiers & Managed Print Services 
Administered by the State of Colorado 

with Konica Minolta Business Solutions USA Inc. 
Master Agreement No. 140597 

And 
The State of Colorado 

Contract # 154587 
 

1. PARTIES AND SCOPE 
This Participating Addendum, including all of its attached exhibits and other documents  
incorporated by reference (the “Participating Addendum”), is entered into by and between Konica 
Minolta Business Solutions USA Inc. (the “Contractor”), and the State of Colorado, acting by and 
through the State Purchasing & Contracts Office (the “State”). This Participating Addendum covers 
usage of the Copiers & Managed Print Services Master Agreement led by the State of Colorado 
(the “Master Agreement”), for use by State agencies and other entities located in Colorado which  
are authorized by law to utilize State contracts with the prior approval of the Chief Procurement 
Officer. The specific Goods and Services provided under the Master Agreement are listed in Exhibit 
D (Price Lists) of this agreement. 

 
2. PARTICIPATION 

Agencies, political subdivisions and other entities (including cooperatives) authorized by the State’s 
statutes to use State contracts may make purchases under this Participating Addendum as of its 
Effective Date. Issues of interpretation and eligibility for participation are solely within the authority 
of the Chief Procurement Officer. 

 
3. STATE MODIFICATIONS TO MASTER AGREEMENT AND APPLICABILITY 

A. The Master Agreement and all its terms and conditions shall apply to this Participating 
Addendum. If any term of this Participating Addendum conflicts with the Master Agreement, 
then this Participating Addendum shall control for all transactions between the State and the 
Contractor under this Participating Addendum. All terms defined in the Master Agreement 
shall have the meaning given to them in the Master Agreement, except for those terms 
specifically defined differently in this Participating Addendum. 

 
B. The following modifications shall be made to the Master Agreement with respect to 

Contractor’s performance pursuant to this Participating Addendum: 
i. §3.1.12 under Price and Rate Guarantee Period, shall be modified as follows: 

“All-inclusive Cost Per Copy (CPC) programs may be offered upon request by the 
Purchasing Entity, but pricing must not exceed Master Agreement pricing. Contractor 
must provide the Purchasing Entity with their pricing breakdown which enables   the 
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Purchasing Entity to easily compare the pricing in the CPC structure against the 
pricing in the Master Agreement.” 

 
ii. §4.3.8(d), under Open Market Items, shall be modified as follows: 

“NSP items shall not be offered to a Purchasing Entity as a stand-alone option, and the 
maximum allowable amount of all NSP items in a single Order is $10,000. 

 
iii. §4.4.3(b), under Standard Service Levels shall be modified as follows: 

“The Service Level Agreement (SLA) shall adhere to the following requirements:” 
 

iv. §4.4.3(c)(iv), under Meter Read Invoicing, shall be deleted in its entirety. 
 

v. §4.4.3(d)(ii), under Service Level Calculations, shall be deleted in its entirety. 
 

vi. §4.5.5(k), under Leasing and Rental Overview shall be modified as follows: 
“The length of any Renewal Term shall not exceed 12 months, providing the Renewal 
Term does not exceed the Useful Life of the Equipment.” 

 
vii. §4.6.2, Sensitive Information – “Sensitive Information” shall have the meaning as 

prescribed to it in §4, Definitions, of Exhibit A). 
 

viii. §4.7.3, under Equipment Demonstration Requirements, shall be modified as follows: 
“Upon request by a Purchasing Entity, showroom Equipment for Groups A, B and C 
may be converted to a purchase, lease, or rental, providing the following conditions  
are met.” 
Subsections (a), (b), (c) and (d) shall not be modified. 

 
ix. §4.11.10, under Warranty Requirements, shall be deleted in its entirety. 

 
x. §4.11.11(d), under Lemon Clause, shall be modified as follows: 

“This clause shall take precedence over any other warranty or Services clauses 
associated with the Master Agreement.” 

 
xi. §5.1.3, under Ordering and Invoicing Specifications, shall be modified as follows: 

“Contractor shall provide a centralized billing option for Leasing and Managed Print 
Services, upon request by a Purchasing Entity.” 

 
xii. §5.1.4, under Ordering and Invoicing Specifications, shall be modified as follows: 

“Authorized Dealers may invoice the Purchasing Entity directly, with Purchasing 
Entity’s prior approval.” 

 
xiii. §5.1.6, under Ordering and Invoicing Specifications, shall be modified as follows: 

“Contractor shall bill property tax separately, unless otherwise requested by a 
Purchasing Entity.” 

 
4. EQUIPMENT, SERVICE, AND SOFTWARE OPTIONS 

A Purchasing Entity may purchase, lease or rent Equipment and/or software under this 
Participating Addendum. Financing options include a Fair Market Value (FMV) Lease, $1 
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Buyout Lease, Straight Lease, and Cancellable Rental. The lease terms available for an FMV 
Lease, $1 Buyout Lease and Straight Lease are 18, 24, 36, 48, and 60 months. The rental terms 
available for the Cancellable Rental are 24, 36, 48, and 60 months. 

 
B. The State has reviewed and approved the terms and conditions in the Contractor’s documents, 

which are attached hereto as Attachments 2 through 4, and incorporated by reference. In 
addition, Attachments E, G and H of the Master Agreement have also been reviewed and 
approved by the State. Purchasing Entities are still advised however, to conduct their own 
internal review of Contractor’s documents prior to entering into any type of Order. 

Attachments A, B, C and D of the Master Agreement are not permitted to be used under this 
Participating Addendum. In lieu of these documents, all Purchasing Entities must use 
Attachment 1 of the Participating Addendum for all lease and rental transactions.  
Attachment 1 shall be governed by §4.5 of the Master Agreement. 

Attachment K of the Master Agreement has not been reviewed or approved by the State; 
therefore, Purchasing Entities are encouraged to review the language in the EULA’s prior to 
ordering and/or using the software associated with the agreement. 

With the exception of Exhibits B and C, and Attachments E, G, H, and K of the Master 
Agreement, no other Contractor documents are permissible under this Participating Addendum 
unless mutually agreed to in writing by Contractor and the State, or as otherwise stated in the 
Master Agreement. Should there be a conflict between the terms and conditions of this 
Participating Addendum, and any terms of the aforementioned Exhibits and Attachments, this 
Participating Addendum shall govern. 

 
C. In the event the Purchasing Entity receives or obtains copies of the language in any of the 

Exhibits or Attachments referenced in §4.B above, and the language varies from what is listed 
in said Exhibits and/or Attachments, the language in the Exhibits and Attachments 
incorporated into this Participating Addendum and the Master Agreement, shall prevail. 

 
5. PRIMARY CONTACTS AND PERSONNEL RESPONSIBILITIES 

The primary contacts for this Participating Addendum are the individuals named in this section. 
Either Party may change its primary contacts or primary contacts contact information by notice 
submitted to the other party in writing no later than 5 days following the date on which the change 
occurs, without a formal amendment to this Participating Addendum. The Contractor’s primary 
contact shall be ultimately responsible for ensuring that all Goods are delivered and all Services are 
completed in accordance with this Participating Addendum. 

 
Primary Contact for the State: Primary Contact for the Contractor: 
Nikki Pollack Desiree Mendro 
Colorado State Purchasing & Contracts Konica Minolta Business Solutions USA Inc. 
1525 Sherman Street, 3rd Floor 1595 Spring Hill Road, Suite 410 
Denver, CO  80203 Vienna, VA 22182 
Phone: 303-866-5671 Phone: 703-637-1527 
Email: nikki.pollack@state.co.us Email: dmendro@kmbs.konicaminolta.us 

 
Each individual identified in this §5 of the Participating Addendum shall be the primary contact of 
the designated Party. All notices required or permitted to be given under this Participating 
Addendum shall be in writing and shall be delivered (i) by hand with receipt required, (ii) by 

mailto:nikki.pollack@state.co.us
mailto:dmendro@kmbs.konicaminolta.us
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certified or registered mail to such Party’s primary contact at the address set forth above or (iii) as  
an email with read receipt requested to the primary contact at the email address, if any, set forth 
above. If a Party delivers a notice to another through email and the email is undeliverable then, 
unless the Party has been provided with an alternate email contact, the Party delivering the notice 
shall deliver the notice by hand with receipt required or by certified or registered mail to such  
Party’s primary contact at the address set forth above. Unless otherwise provided in this 
Participating Addendum, notices shall be effective upon delivery of the written notice. 

 
6. SUBCONTRACTORS 

The Contractor is authorized to use Subcontractors to provide sales and service support to any 
Purchasing Entity, per Exhibit C, Authorized Dealers by State, of the Master Agreement. The 
Contractor’s Subcontractor’s participation shall be in accordance with the terms and conditions set 
forth in the Master Agreement and this Participating Addendum, as appropriate. 

 
7. ORDERS 

Any Order placed by a Purchasing Entity in the State of Colorado for a Good or Service available 
under this Participating Addendum shall be deemed to be a sale (and governed by the prices and 
other terms and conditions) under the Master Agreement and this Participating Addendum unless  
the parties to the Order agree in writing that another contract or agreement applies to such Order or 
the terms of that Order control to the extent that they conflict with the terms of the Master 
Agreement or this Participating Addendum. 

 
8. ORDER OF PRECEDENCE AND ATTACHED EXHIBITS AND ATTACHMENTS 

All of the exhibits listed in this section are attached to this Participating Addendum and are 
incorporated herein by reference. In the event of a conflict or inconsistency between this 
Participating Addendum and any exhibits or attachment such conflict or inconsistency shall be 
resolved by reference to the documents in the following order of priority: 
A. Colorado Special Provisions in §20 of Exhibit A, State Specific Terms; 
B. Exhibit B, Information Technology Specific Terms; 
C. The provisions of this Participating Addendum; 
D. All other sections of Participating Addendum Exhibit A, State Specific Terms; 
E. Participating Addendum Exhibit C, Statement of Work; 
F. Participating Addendum Exhibit D, Price Lists; and 
G. Participating Addendum Attachment 1 through Attachment 4, with equal precedence. 
Notwithstanding anything to the contrary herein, the State and Purchasing Entities shall not be 
subject to any provision incorporated in any terms and conditions appearing on Contractor’s or 
Subcontractor’s website, any provision incorporated into any click-through or online agreements, or 
any provisions incorporated into any other document or agreement between the Parties that (i) 
requires the State to indemnify or hold harmless Contractor or any other party, (ii) is in violation of 
State law as, regulations, rules, fiscal rules, policies, or other State requirements as deemed solely  
by the State or (iii) is contrary to any of the provisions incorporated into Exhibit A, §19 or the main 
body of this Participating Addendum. 



DocuSign Envelope ID: 5EBA4850-816D-44D8-AD0C-F5CB8208E9F3 

CMS # 154587 

Page 5 of 71 Version 062019 

 

 

 

THE PARTIES HERETO HAVE EXECUTED THIS PARTICIPATING ADDENDUM 
 
 

 

CONTRACTOR 
Konica Minolta Business Solutions USA Inc. 

By:  Kristen McKenna 
Title:  State Contract Manager 

 
 

Signature 
 

3/23/2020 
Date: 

 
STATE OF COLORADO 
Jared S. Polis, Governor 

Department of Personnel and Administration 
State Purchasing and Contracts Office 

Kara Veitch, Executive Director 
 
 

By: John Chapman, State Purchasing Manager 
 

3/24/2020 
Date:    

 
 

 
 
 

ALL CONTRACTS REQUIRE APPROVAL BY THE STATE CONTROLLER 

§24-30-202, C.R.S. requires the State Controller to approve all State Contracts. This Participating Addendum is not valid until signed and 
dated below by the State Controller or an authorized delegate. 

 

STATE OF COLORADO 
Jared S. Polis, GOVERNOR 

Governor’s Office of Information Technology 
Theresa M. Szczurek, Ph.D., Chief Information Officer and Executive 

Director 

By:    
□X Laura Calder, Chief Financial Officer 

Date:    
3/26/2020 

 
STATE CONTROLLER 

Robert Jaros, CPA, MBA, JD 
 

By:    
 

Clark M Bolser 
Name:    

Delegate 
 

3/26/2020 
Effective Date:    
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EXHIBIT A, STATE SPECIFIC TERMS 

 
1. AUTHORITY 

Authority to enter into this Participating Addendum exists in the Colorado Procurement Code, §24- 
102-202, C.R.S. and 1 CCR 101-9 R-24-102-202-01., and its associated rules. 

 
2. PURPOSE 

The Parties are entering into this Participating Addendum for the Contractor to provide Copiers and 
Managed Print Services to Purchasing Entities. The Contractor was selected as a result of RFP- 
NP-18-001. 

 
3. TERM 

A. Initial Term - Work Commencement 
The Parties’ respective performances under this Participating Addendum shall commence on 
the Effective Date and shall be co-terminus with the NASPO ValuePoint Master Agreement 
#140597. Unless this Participating Addendum is terminated earlier, as described herein, or the 
Lead State cancels its participation as described in the Master Agreement (the “Term”), the 
term of the Participating Addendum shall follow the Master Agreement initial term and will be 
automatically extended beyond the initial term if the Master Agreement term is extended,   per 
§3.B. 

 
B. Extension of Term 

If the term of NASPO ValuePoint Master Agreement is extended for any reason, the Term of 
this Participating Addendum shall be automatically modified to account for that extension, so 
long as such extension complies with the Colorado Procurement Code. 

 
C. Order Term 

Orders may only be placed prior to the expiration or earlier termination of this Participating 
Addendum, but may have a delivery date or performance period that extends no longer than 
120 calendar days following that expiration or earlier termination date. Regardless of whether 
this Participating Addendum has expired or has been terminated, the Contractor shall comply 
with all Orders that extend past the expiration or termination, as described in this section, and 
all requirements of this Participating Addendum necessary to complete outstanding Orders 
shall survive the expiration or termination of this Participating Addendum until all Orders are 
complete. 

 
D. Early Termination in the Public Interest 

The State is entering into this Participating Addendum to serve the public interest of the State 
of Colorado as determined by its Governor, General Assembly, or Courts. A determination  
that this Contract should be terminated in the public interest shall not be equivalent to a State 
right to terminate for convenience. This subsection shall not apply to a termination of this 
Participating Addendum by the State for breach by Contractor, which shall be governed by 
§14.A.i. 

i. Method and Content 
The State shall notify Contractor of such termination in accordance with §5 of this 
Participating Addendum. The notice shall specify the effective date of the termination 
and whether it affects all or a portion of this Participating Addendum, and shall include, 
to the extent practicable, the public interest justification for the termination. 
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ii. Obligations and Rights 
Upon receipt of notice for termination in the public interest, Contractor shall be subject  
to the rights and obligations set forth in §14. 

iii. Payments 
If the State terminates this Participating Addendum in the public interest, the Purchasing 
Entities shall pay Contractor according to their orders with the Contractor. The sum of 
any payment shall not exceed the maximum amount payable to Contractor under each 
order. 

 
4. DEFINITIONS 

The following terms shall be construed and interpreted as follows: 
A. “Administration Fee” means the fee that is due to the State for the administration of this 

Participating Addendum, as described in §7.A. of this Exhibit A. 
B. “Attachments” means the following attachments attached to this Contract: 

i. Attachment 1, Konica Equipment Lease and Rental Form; 
ii. Attachment 2, Konica Sample MPS Statement of Work; 
iii. Attachment 3, Konica Site Agreement; and 
iv. Attachment 4, Konica MFP Hard Drive Secure Disposal Terms and Conditions. 

C. “Breach of Contract” means the failure of a Party to perform any of its obligations in 
accordance with this Contract, in whole or in part or in a timely or satisfactory manner. The 
institution of proceedings under any bankruptcy, insolvency, reorganization or similar law, by 
or against Contractor, or the appointment of a receiver or similar officer for Contractor or any 
of its property, which is not vacated or fully stayed within thirty (30) days after the institution 
of such proceeding, shall also constitute a breach. If Contractor is debarred or suspended under 
§24-109-105, C.R.S. at any time during the term of this Contract, then such debarment or 
suspension shall constitute a breach. 

D. “Business Day” means any day in which the State is open and conducting business, but shall 
not include Saturday, Sunday or any day on which the State observes one of the holidays listed 
in §24-11-101(1), C.R.S. 

E. “Ceiling Price” means the maximum price a Contractor or a Subcontractor may charge for a 
Good or Service under this Participating Addendum. 

F. “Chief Procurement Officer” means the individual to whom the Executive Director of the 
Department of Personnel & Administration has delegated his or her authority pursuant to §24- 
102-202, C.R.S. to procure or supervise the procurement of all supplies and services needed by 
the state. 

G. “CJI” means criminal justice information collected by criminal justice agencies needed for the 
performance of their authorized functions, including, without limitation, all information 
defined as criminal justice information by the U.S. Department of Justice, Federal Bureau of 
Investigation, Criminal Justice Information Services Security Policy, as amended, and all 
Criminal Justice Records as defined under §24-72-302, C.R.S. 
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H. “Confidential Information” means any and all information that is normally considered 
confidential in nature, and includes, but is not limited to, all State Records not subject to 
disclosure under the Colorado Open Records Act, §§24-72-200.1, et seq., C.R.S. (“CORA”). 

I. “Contract” means this Participating Addendum, including all attached Exhibits, all documents 
incorporated by reference, all referenced statutes, rules and cited authorities, and any future 
modifications thereto. 

J. “Contract Funds” means the funds that have been appropriated, designated, encumbered, or 
otherwise made available for payment by a Purchasing Entity for Orders placed under this 
Participating Addendum. 

K. “CORA” means the Colorado Open Records Act, §§24-72-200.1, et. seq., C.R.S. 
L. “Deliverable” means the outcome to be achieved or output to be provided, in the form of a 

tangible object or software that is produced as a result of Contractor’s Work that is intended to 
be delivered to the State or Purchasing Entity by Contractor. 

M. “Effective Date” means the date on which this Participating Addendum is approved and 
signed by the Colorado State Controller or designee, as shown on the Signature Page for this 
Participating Addendum. If this Contract is for a Major Information Technology Project, as 
defined in §24-37.5-102(2.6), C.R.S., then the Effective Date of this Contract shall be the later 
of the date on which this Contract is approved and signed by the State’s Chief Information 
Officer or authorized delegate or the date on which this Contract is approved and signed by the 
State Controller or authorized delegate, as shown on the Signature Page for this Contract. 

N. “Environmentally Preferable Products” means products that have a lesser or reduced 
adverse effect on human health and the environment when compared with competing products 
that serve the same purpose, as defined in §24-103-904, C.R.S. 

O. “Exhibits” means the following exhibits attached to this Contract: 
i. Exhibit A, State Specific Terms; 
ii. Exhibit B, Information Technology Provisions; 
iii. Exhibit C, Statement of Work; and 
iv. Exhibit D, Price Lists. 

P. “Extension Term” means the period defined in §3.B. 
Q. “Goods” means any movable material acquired, produced, or delivered by Contractor as set 

forth in this Participating Addendum and shall include any movable material acquired, 
produced, or delivered by Contractor in connection with the Services. 

R. “Incident” means any accidental or deliberate event that results in or constitutes an imminent 
threat of the unauthorized access, loss, disclosure, modification, disruption, or destruction of 
any communications or information resources of the State, which are included as part of the 
Work, as described in §§24-37.5-401, et. seq., C.R.S. Incidents include, without limitation (i) 
successful attempts to gain unauthorized access to a State system or State Information 
regardless of where such information is located; (ii) unwanted disruption or denial of   service; 
(iii) the unauthorized use of a State system for the processing or storage of data; or (iv) 
changes to State system hardware, firmware, or software characteristics without the State’s 
knowledge, instruction, or consent. 

S. “Initial Term” means the time period defined in §3.A of this Exhibit A. 
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T. “Order” means any delivery order, purchase order, contract, agreement or other binding 
document used by a Purchasing Entity to order the Goods and Services described in this 
Participating Addendum from the Contractor, and shall include any modification to such a 
document. 

U. “Party” means the State or Contractor, and “Parties” means both the State and Contractor. 
V. “Purchasing Entity” means any entity or organization that has been authorized by the State to 

place Orders with the Contractor, and may include, without limitation, agencies of the State, 
government supported institution of higher education within the State, political subdivisions of 
the State, authorized non-profit organizations and other authorized entities. 

W. “PCI” means payment card information including any data related to credit card holders’ 
names, credit card numbers, or the other credit card information as may be protected by state 
or federal law. 

X. “PHI” means any protected health information, including, without limitation any information 
whether oral or recorded in any form or medium: (i) that relates to the past, present or future 
physical or mental condition of an individual; the provision of health care to an individual; or 
the past, present or future payment for the provision of health care to an individual; and (ii)  
that identifies the individual or with respect to which there is a reasonable basis to believe the 
information can be used to identify the individual. PHI includes, but is not limited to, any 
information defined as Individually Identifiable Health Information by the federal Health 
Insurance Portability and Accountability Act. 

Y. “PII” means personally identifiable information including, without limitation, any information 
maintained by the State about an individual that can be used to distinguish or trace an 
individual’s identity, such as name, social security number, date and place of birth, mother‘s 
maiden name, or biometric records; and any other information that is linked or linkable to an 
individual, such as medical, educational, financial, and employment information. PII includes, 
but is not limited to, all information defined as personally identifiable information in §§24-72- 
501 and 24-73-101, C.R.S. 

Z. “Sensitive Information” means privileged or proprietary information that, if compromised 
through alteration, corruption, loss, misuse, or unauthorized disclosure, could cause serious 
hard to the organization owning it. 

AA. “Services” means the services to be performed by Contractor as set forth in this Participating 
Addendum, and shall include any services to be rendered by Contractor in connection with the 
Goods. 

BB. “State Confidential Information” means any State Records not subject to disclosure under 
CORA. State Confidential Information shall include, but is not limited to, PII, PCI, and State 
personnel records not subject to disclosure under CORA. State Confidential Information shall 
not include information or data concerning individuals that is not deemed confidential but 
nevertheless belongs to the State, which has been communicated, furnished, or disclosed by  
the State to Contractor which (i) is subject to disclosure pursuant to CORA; (ii) is already 
known to Contractor without restrictions at the time of its disclosure to Contractor; (iii) is or 
subsequently becomes publicly available without breach of any obligation owed by Contractor 
to the State; (iv) is disclosed to Contractor, without confidentiality obligations, by a third party 
who has the right to disclose such information; or (v) was independently developed without 
reliance on any State Confidential Information. 
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CC. “State Fiscal Rules” means that fiscal rules promulgated by the Colorado State Controller 
pursuant to §24-30-202(13) (a), C.R.S. 

DD. “State Fiscal Year” means a 12-month period beginning on July 1 of each calendar year and 
ending on June 30 of the following calendar year. If a single calendar year follows the term, 
then it means the State Fiscal Year ending in that calendar year. 

EE. “State Records” means any State data, information, and records, regardless of physical form, 
including, but not limited to, information subject to disclosure under CORA. 

FF.  “Subcontractor” means third parties, if any, engaged by Contractor pursuant to §19.B. to aid  
in performance of the Work. The term “Subcontractor” includes, without limitation, any 
dealers, distributors, partners or resellers engaged by the Contractor to perform the Work. 

GG. “Tax Information” means federal and State of Colorado tax information including, without 
limitation, federal and State tax returns, return information, and such other tax-related 
information as may be protected by federal and State law and regulation. Tax Information 
includes, but is not limited to all information defined as federal tax information in Internal 
Revenue Service Publication 1075. 

HH.  “Work” means the Goods delivered and Services performed pursuant to this Contract. 
II. “Work Product” means the tangible and intangible results of the Work created by Contractor 

solely and exclusively for the State, whether finished or unfinished, including drafts. Work 
Product includes, but is not limited to, documents, text, software (including source code), 
research, reports, proposals, specifications, plans, notes, studies, data, images, photographs, 
negatives, pictures, drawings, designs, models, surveys, maps, materials, ideas, concepts, 
know-how, and any other results of the Work. “Work Product” does not include any material 
that was developed prior to the Effective Date that is used, without modification, in the 
performance of the Work. 

Any other term used in this Participating Addendum that is defined in an Exhibit shall be construed 
and interpreted as defined in that Exhibit. 

 
5. STATEMENT OF WORK 

Contractor shall complete the Work as described in this Participating Addendum and in accordance 
with the provisions of Exhibit C, the Master Agreement, and with any Purchasing Entity’s Order. 
Contractor personnel shall work cooperatively with State and Purchasing Entity staff to ensure the 
completion of the Work. 
A. Ordering and Order Fulfillment 

i. Ordering 
a. Contractor shall provide a complete and accurate Internal Revenue Service form 

W9 to the State prior to accepting an Order from any Purchasing Entity. Upon a 
request by a Purchasing Entity, Contractor shall provide a complete and accurate 
Internal Revenue Service form W9 to that Purchasing Entity. 

b. Each Purchasing Entity may complete an Order in accordance with its own rules 
and policies, as available to Contractor, using the appropriate documentation for 
that organization to issue an Order. 

c. Contractor shall communicate directly with each Purchasing Entity related to that 
Purchasing Entity’s Orders. 
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d. Contractor shall ensure that all Orders it accepts have the proper information 
contained in them for Contractor to be able to comply with all reporting 
requirements of this Exhibit A. 

e. If Contractor provides for Ordering through an internet-based portal or electronic 
catalog, Contractor shall maintain all of Contractor’s necessary hardware, software, 
backup-capacity and network connections required to operate that internet-based 
portal or electronic catalog. 

f. Contractor’s internet-based portal and electronic catalogs shall clearly designate  
that they are part of this Participating Addendum and shall have a link to the State’s 
web location, as determined by the State. Contractor shall ensure that all 
Environmentally Preferable Products are clearly listed on internet-based portal and 
electronic catalogs. 

g. If Contractor provides an internet-based portal or electronic catalog, Contractor 
shall also provide paper catalogs or catalogs on other digital media upon request by 
a Purchasing Entity. 

h. If Contractor’s catalog will be either hosted on or accessed through the State’s 
eCommerce system, when available, then Contractor shall comply with all policies, 
procedures and directions from the State in relation to hosting its catalog on or 
making its catalog accessible through that system. Contractor shall ensure that all 
information made available through the State’s eCommerce system is accurate and 
complies with this Participating Addendum. 

 
6. PAYMENTS TO CONTRACTOR 

A. Payments Under Orders 
i. Contractor shall allow the State and Purchasing Entities to use a procurement card or 

other credit card to make payments under any Order, in addition to any other payment 
procedure available to the State or Purchasing Entity. 

 
ii. The State shall not pay any amount to Contractor under this Participating Addendum 

unless the State issues an Order, at which time it shall pay Contractor in accordance with 
that Order. The State shall not be responsible for payment under any Order that is issued 
by a Purchasing Entity that is not the State, and the Contractor shall seek no payment or 
other compensation from the State for any Work performed under any Order issued by a 
Purchasing Entity that is not the State. 

 
B. Payment Procedures 

i. Invoices 
Contractor shall invoice each Purchasing Entity in accordance with that Purchasing 
Entity’s Order. Contractor shall not invoice the State under any Order unless the State 
issued that Order. Contractor shall allow 45 days for the State and Purchasing Entities to 
pay an invoice following the receipt of the invoice, unless the State or a Purchasing 
Entity specifically agrees to a shorter time in an Order. State law and regulations provide 
that State payments made within 45 days are not considered delinquent, and unless 
otherwise agreed, State Purchasing Entities will pay interest on any unpaid balance 
beginning on the 45th day at the rate of 1% per month until paid in full; provided, 
however, that interest shall not accrue on unpaid amounts that are the subject of a good 
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faith dispute regarding the obligation to pay all or a portion of the liability. Contractor 
shall invoice State Ordering Entities separately for accrued interest on delinquent 
amounts due. The billing shall reference the delinquent payment, the number of day’s 
interest to be paid, and the applicable interest rate. (§ 24-30-202(24), C.R.S., as 
amended.) 

 
ii. Payment Disputes 

Unless different procedures are specified in an Order, if Contractor disputes any 
calculation, determination or amount of any payment, Contractor shall notify the 
Purchasing Entity issuing the Order in writing of its dispute within 30 days following the 
earlier to occur of Contractor’s receipt of the payment or notification of the  
determination or calculation of the payment by that Purchasing Entity. The Purchasing 
Entity will review the information presented by Contractor and may make changes to its 
determination based on this review. The calculation, determination or payment amount 
that results from the Purchasing Entity’s review shall not be subject to additional dispute 
under this subsection. No payment subject to a dispute under this subsection shall be due 
until after the Purchasing Entity has concluded its review, and the Purchasing Entity  
shall not pay any interest on any amount during the period it is subject to dispute under 
this subsection. 

 
iii. Available Funds-Contingency-Termination of Order 

Purchasing Entities, except for authorized non-profit entities, are prohibited by law from 
making commitments beyond the term of the current Purchasing Entity’s Fiscal Year. 
Payment to Contractor beyond the current Purchasing Entity’s Fiscal Year is contingent 
on the appropriation and continuing availability of Contract Funds in any subsequent  
year (See Colorado Special Provision). If federal funds, non-State funds or funds from 
any other source constitute all or some of the Contract Funds, the Purchasing Entity’s 
obligation to pay Contractor shall be contingent upon such funding continuing to be 
made available for payment. Orders under this Participating Addendum shall be made 
only from Contract Funds, and the Purchasing Entity’s liability for such payments shall 
be limited to the amount remaining of such Contract Funds. If State, federal or other 
Purchasing Entity funds are not appropriated, or otherwise become unavailable to fund  
an Order under this Participating Addendum, the Purchasing Entity may, upon written 
notice, terminate the Order, in whole or in part, without incurring further liability. The 
Purchasing Entity however, shall remain obligated to pay for Services and Goods that are 
delivered and accepted prior to the effective date of notice of termination of Order. A 
State Purchasing Entity Order termination shall otherwise be treated as if the Order was 
terminated in the public interest as described in §3.D. of this Exhibit A. 
The Purchasing Entity may effect such termination by giving Contractor a written notice 
of termination, to the Contractor’s primary contact in accordance with §5 of the 
Participating Addendum, and by paying to Contractor any amounts which are due and 
have not been paid through the last day of the Fiscal Year for which appropriated funds 
are available. The Purchasing Entity shall endeavor to give notice of such termination  
not less than 30 days prior to the day of non-availability of funds, and shall notify 
Contractor of any anticipated termination. 

 
iv. Discount and Delinquency Period 
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Any applicable cash discount period or delinquency period for the amounts shown on an 
invoice shall begin on the date the Purchasing Entity’s approves of the invoice, or from 
the date of receipt of acceptable Goods or Services at the specified destination by an 
authorized Purchasing Entity representative, whichever is later. 

 
7. PAYMENTS TO STATE 

A. Administrative Fees 
i. Each State Fiscal Year quarter, Contractor shall, using a form as directed by the State, 

calculate an Administrative Fee equal to 1% of the total sales made under Orders during 
that State Fiscal Year quarter. Contractor shall pay the State the Administrative Fee for 
each State Fiscal Year quarter within 45 days following the end of that State Fiscal Year 
quarter. 

 
ii. Contractor shall remit all administrative fees to the State’s primary contact identified    in 

§5 of the Participating Addendum and with the payee as “State of Colorado.” 
 

8. REPORTING – NOTIFICATION 
A. Volume Reporting 

The State will use a centralized method of tracking volume. Contractor shall provide a 
quarterly volume report to the State’s primary contact identified in §5 of this Participating 
Addendum within 30 calendar days following the end of the State Fiscal Year quarter that the 
report covers. The quarterly volume report shall be submitted in a form as directed by the 
State, which may be modified by the State from time to time. The quarterly volume report  
shall contain, at a minimum, all of the following: 
i. A summary volume report that includes, but is not limited to, all of the following for the 

quarter that the report covers: 
a. The total spent by each type of Purchasing Entity under this Participating 

Addendum. 
b. The total of the list price of all items purchased by each type of Purchasing Entity 

under this Participating Addendum. 
c. The total estimated price savings for each type of Purchasing Entity under this 

Participating Addendum, calculated as the total list price of all items purchased by 
each type of Purchasing Entity minus the total spent for that type of Purchasing 
Entity. 

d. The total paid with a procurement card or credit card for each Purchasing Entity 
under this Participating Addendum. 

e. The total sales of environmentally preferable products, as defined in the State’s 
Environmentally Preferable Purchasing Policy, for each Purchasing Entity under 
this Participating Addendum. 

f. The amount of the total administrative fee due to the State. 
g. Any additional summary information as requested by the State. 

 
ii. A detail report that includes, but is not limited to, all of the following for each sale that 

occurred during the quarter that the report covers: 
a. The name of the Purchasing Entity to whom the sale was made; 
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b. The date of the sale; 
c. A listing of each item purchased in the sale, including the name of the item, the 

quantity of the item, and the unit price for the item; and 
d. Any other detail information as requested by the State. 

 
B. Additional Operational Reporting 

Upon request by the State, the Contractor shall provide operational reporting that includes all 
detailed and summary transaction, historical or payment information related to the State or any 
of the Purchasing Entities as requested by the State. The Contractor shall provide all such 
additional reports within 10 Business Days following the State’s request for that information, 
unless the State agrees to a longer period in writing. 

 
C. Environmentally Preferable Product Reporting 

Upon request by the State, the Contractor shall provide detailed reporting on environmentally 
preferable products, as defined in the State’s Environmentally Preferable Purchasing Policy, 
which are purchased or made available under this Participating Addendum. The State and the 
Contractor shall agree upon the scope and detail of such reports. The Contractor shall provide 
all such additional reports within 10 Business Days following the State’s request for that 
information, unless the State agrees to a longer period in writing. 

 
D. Litigation Reporting 

If Contractor is served with a pleading or other document in connection with an action before a 
court or other administrative decision making body, and such pleading or document relates to 
this Participating Addendum or may affect Contractor’s ability to perform its obligations under 
this Participating Addendum, Contractor shall, within 10 days after being served, notify the 
State of such action and deliver copies of such pleading or document to the State’s primary 
contact identified in §5 of the Participating Addendum . 

 
E. Performance Outside the State of Colorado or the United States, §24-102-206, C.R.S. 

To the extent not previously disclosed in accordance with §24-102-206, C.R.S., Contractor 
shall provide written notice to the State’s primary contact in accordance with §5 of the 
Participating Addendum and in a form designated by the State, within 20 days following the 
earlier to occur of Contractor’s decision to perform Services outside of the State of Colorado  
or the United States, or its execution of an agreement with a Subcontractor to perform Services 
outside the State of Colorado or the United States. Such notice shall specify the type of 
Services to be performed outside the State of Colorado or the United States and the  reason 
why it is necessary or advantageous to perform such Services at such location or locations, and 
such notice shall be a public record. Knowing failure by Contractor to provide notice to the 
State under this section shall constitute a breach of this Participating Addendum. This section 
shall not apply if the Participating Addendum Funds include any federal funds. 

 
9. CONTRACTOR RECORDS 

A. Maintenance 
Contractor shall maintain a file of all documents, records, communications, notes and other 
materials relating to the Work (the “Contractor Records”) performed by the Contractor and  
any Subcontractors, that are required to ensure proper performance of that Work. Contractor 
shall maintain Contractor Records until the last to occur of: (i) the date 3 years after the date 
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this Participating Addendum expires or is terminated, (ii) final payment under this 
Participating Addendum is made, (iii) the resolution of any pending Contract matters, or (iv) if 
an audit is occurring, or Contractor has received notice that an audit is pending, the date such 
audit is completed and its findings have been resolved (the “Record Retention Period”). 

 
B. Inspection 

Contractor shall permit the State to audit, inspect, examine, excerpt, copy and transcribe 
Contractor Records during the Record Retention Period. Contractor shall make Contractor 
Records available during normal business hours at Contractor’s office or place of business, or 
at other mutually agreed upon times or locations, without undue delay upon reasonable written 
notice from the State. Audits and inspections shall be subject to any reasonable conditions 
Contractor may impose to protect the confidentiality, integrity, and availability of its data and 
systems. 

 
C. Monitoring 

The State, in its discretion, may monitor Contractor’s performance of its obligations under this 
Participating Addendum using procedures as determined by the State. The State shall monitor 
Contractor’s performance in a manner that does not unduly interfere with Contractor’s 
performance of the Work or Contractor’s business. 

 
D. Final Audit Report 

Contractor shall promptly submit to the State a copy of any final audit report of an audit 
performed on Contractor’s records that directly relates to or affects this Participating 
Addendum or the Work, whether the audit is conducted by Contractor or a third party. 

 
E. Periodic Business Reviews 

i. The State may schedule periodic business reviews to review Contractor’s performance 
under this Participating Addendum. 

ii. Contractor shall ensure personnel assigned to the Participating Addendum are available 
for these meetings with the State as scheduled by the State. 

iii. Contractor’s primary contact designated in §5 of this the Participating Addendum shall 
be available for all regularly scheduled meetings between Contractor and the  State, 
unless the State has granted prior, written approval otherwise. 

 
10. CONFIDENTIAL INFORMATION-STATE RECORDS 

A. Confidentiality 
Contractor shall keep confidential, and cause all Subcontractors to keep confidential, all State 
Records, unless those State Records are publicly available. Contractor shall not, without prior 
written approval of the State, use, publish, copy, disclose to any third party, or permit the use 
by any third party of any State Records, except as otherwise stated in this Participating 
Addendum, permitted by law or approved in Writing by the State. Contractor shall provide for 
the security of all State Confidential Information in accordance with all policies promulgated 
by the Colorado Office of Information Security and all applicable laws, rules, policies, 
publications, and guidelines. The State shall not submit the following types of data to 
Contractor without its prior written consent; if Contractor or any of its Subcontractors receives 
the following types of data, Contractor or its Subcontractors shall provide for the security of 
such data according to the following: (i) the most recently promulgated IRS Publication 1075 



DocuSign Envelope ID: 5EBA4850-816D-44D8-AD0C-F5CB8208E9F3 

CMS # 154587 

Page 17 of 71 Version 062019 

 

 

 

for all Tax Information and in accordance with the Safeguarding Requirements for Federal 
Tax Information attached to this Contract as an Exhibit, if applicable, (ii) the most recently 
updated PCI Data Security Standard from the PCI Security Standards Council for all PCI, (iii) 
the most recently issued version of the U.S. Department of Justice, Federal Bureau of 
Investigation, Criminal Justice Information Services Security Policy for all CJI, and (iv) the 
federal Health Insurance Portability and Accountability Act for all PHI and the HIPAA 
Business Associate Agreement attached to this Contract , if applicable. Contractor shall 
immediately forward any request or demand for State Records to the State’s primary contact 
as identified in §5 of the Participating Addendum. 

 
B. Other Entity Access and Nondisclosure Agreements 

Contractor may provide State Records to its agents, employees, assigns and Subcontractors as 
necessary to perform the Work, but shall restrict access to State Confidential Information to 
those agents, employees, assigns and Subcontractors who require access to perform their 
obligations under this Participating Addendum. Contractor shall ensure all such agents, 
employees, assigns, and Subcontractors agree to nondisclosure provisions at least as protective 
as those in this Participating Addendum, and that the nondisclosure provisions are in force at 
all times the agent, employee, assign or Subcontractor has access to any State Confidential 
Information. 

 
C. Use, Security, and Retention 

Contractor shall use, hold and maintain State Confidential Information in compliance with all 
applicable laws and regulations in facilities located within the United States, and shall  
maintain a secure environment that ensures confidentiality of all State Confidential  
Information wherever located. Contractor shall provide the State with access, subject to 
Contractor’s reasonable security requirements, for purposes of inspecting and monitoring 
access and use of State Confidential Information and evaluating security control effectiveness. 
Upon the expiration or termination of this Participating Addendum, Contractor shall return 
State Records provided to Contractor or destroy such State Records and certify to the State that 
it has done so, as directed by the State. If Contractor is prevented by law or regulation from 
returning or destroying State Confidential Information, Contractor warrants it will guarantee 
the confidentiality of, and cease to use, such State Confidential Information. 

 
D. Incident Notice and Remediation 

If Contractor becomes aware of any Incident, it shall notify the State immediately and 
cooperate with the State regarding recovery, remediation, and the necessity to involve law 
enforcement, as determined by the State. If the incident occurred on Contractor infrastructure 
or in another area Contractor is responsible for, or was caused by Contractor’s employees, 
Subcontractors, agents and the like, Contractor shall be responsible for the cost of notifying 
each person who may have been impacted by the Incident. After an Incident, Contractor shall 
take steps to reduce the risk of incurring a similar type of Incident in the future as mutally 
agreed by the State and Contractor, which may include, but is not limited to, developing and 
implementing a remediation plan that is approved by the State at no additional cost to the 
State. The State and Contractor may adjust or direct modifications to this plan in its sole 
discretion, and Contractor shall make all modifications agreed by the State and Contractor.  
The State may, in its reasonable discretion and at Contractor’s sole expense, request  
Contractor to engage the services of an independent, qualified, mutually-approved third   party 
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to conduct a security audit. Contractor shall provide the State with the results of such audit  
and evidence of Contractor’s planned remediation in response to any negative findings. 

 
E. Data Protection and Handling 

Contractor shall ensure that all State Records and Work Product in the possession of  
Contractor or any Subcontractors are protected and handled in accordance with the 
requirements of this Contract, including the requirements of any Exhibits hereto, at all times. 

 
F. Safeguarding PII 

If Contractor or any of its Subcontractors will or may receive PII under this Contract, 
Contractor shall provide for the security of such PII, in a mutually acceptable manner and 
form, including, without limitation, State non-disclosure requirements, use of appropriate 
technology, security practices, computer access security, data access security, data storage 
encryption, data transmission encryption, security inspections, and audits. Contractor shall be a 
“Third-Party Service Provider” as defined in §24-73-103(1)(i), C.R.S. and shall maintain 
security procedures and practices consistent with §§24-73-101 et seq., C.R.S. 

 
11. CONFLICTS OF INTEREST 

A. Actual Conflicts of Interest 
Contractor shall not engage in any business or activities, or maintain any relationships that 
conflict in any way with the full performance of the obligations of Contractor under this 
Participating Addendum. Such a conflict of interest would arise when a Contractor or 
Subcontractor’s employee, officer or agent were to offer or provide any tangible personal 
benefit to an employee of the State, or any member of his or her immediate family or his or her 
partner, related to the award of, entry into or management or oversight of this Participating 
Addendum. 

 
B. Apparent Conflicts of Interest 

Contractor acknowledges that, with respect to this Participating Addendum, even the 
appearance of a conflict of interest shall be harmful to the State’s interests. Absent the State’s 
prior written approval, Contractor shall refrain from any practices, activities or relationships 
that reasonably appear to be in conflict with the full performance of Contractor’s obligations 
under this Participating Addendum. 

 
C. Disclosure to the State 

If a conflict or the appearance of a conflict arises, or if Contractor is uncertain whether a 
conflict or the appearance of a conflict has arisen, Contractor shall submit to the State a 
disclosure statement setting forth the relevant details for the State’s consideration. Failure to 
promptly submit a disclosure statement or to follow the State’s direction concerning the actual 
or apparent conflict constitutes a breach of this Participating Addendum. 

D. Contractor acknowledges that all State employees are subject to the ethical principles  
described in §24-18-105, C.R.S. Contractor further acknowledges that State employees may  
be subject to the requirements of §24-18-105, C.R.S. with regard to this Contract. For the 
avoidance of doubt, an actual or apparent conflict of interest shall exist if Contractor employs 
or contracts with any State employee, any former State employee within six months following 
such employee’s termination of employment with the State, or any immediate family member 
of such current or former State employee. Contractor shall provide a disclosure statement as 
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described in §11.C. no later than ten days following entry into a contractual or employment 
relationship as described in this section. Failure to timely submit a disclosure statement shall 
constitute a Breach of Contract. Contractor may also be subject to such penalties as are 
allowed by law. 

 
12. INSURANCE 

Contractor shall obtain and maintain, and ensure that each Subcontractor shall obtain and maintain, 
insurance as specified in this section at all times during the term of this Participating Addendum and 
until all orders for goods or Services or both have been delivered and accepted, regardless of 
whether this Participating Addendum has expired or has been terminated. Insurance companies as 
approved by the State shall issue all insurance policies required by this Participating Addendum. 
A. Workers’ Compensation 

Workers’ Compensation insurance as required by state statute, and employers’ liability 
insurance covering all Contractor or Subcontractor employees acting within the course and 
scope of their employment. Insurance must stay in place and in effect even if the contract  
terms expires, until all product or terms of the contract are completed and satisfied up to 120 
days after contract term expires. 

 
B. General Liability 

Commercial general liability insurance covering premises operations, fire damage, 
independent contractors, products and completed operations, blanket contractual liability, 
personal injury, and advertising liability with minimum limits as follows: 
i. $1,000,000 each occurrence; 
ii. $2,000,000 general aggregate; 
iii. $1,000,000 products and completed operations aggregate; and 
iv. $50,000 any 1 fire. 

 
C. Automobile Liability 

Automobile liability insurance covering any auto (including owned, hired and non-owned 
autos) with a minimum limit of $1,000,000 each accident combined single limit. 

 
D. Cyber/Network Security and Privacy Liability 

Liability insurance covering civil, regulatory, and statutory damages, data breach management 
exposure, and any loss of income or extra expense as a result of actual or alleged breach, 
violation or infringement of right to privacy, consumer data protection law, confidentially or 
other legal protection for personal information, as well as State Confidential Information with 
minimum limits as follows: 
i. $1,000,000 each claim; and 
ii. $2,000,000 general aggregate. 

 
E. Professional Liability Insurance 

Professional liability insurance covering any damages caused by an error, omission or any 
negligent act with minimum limits as follows: 
i. $1,000,000 each claim; and 
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ii. $1,000,000 general aggregate. 
 

F. Crime Insurance 
Crime insurance including employee dishonesty coverage with minimum limits as follows: 
i. $1,000,000 each claim; and 
ii. $1,000,000 general aggregate. 

 
G. Additional Insured 

The State shall be included as additional insured on all commercial general liability policies 
(leases and construction contracts require additional insured coverage for completed 
operations) required of Contractor and Subcontractors. 

 
H. Primacy of Coverage 

Coverage required of Contractor and each Subcontractor shall be primary over any insurance 
or self-insurance program carried by Contractor or the State. 

 
I. Cancellation 

The above insurance policies shall include provisions preventing cancellation or non-renewal, 
except for cancellation based on non-payment of premiums, without at least 30 days prior 
notice to Contractor and Contractor shall forward such notice to the State in accordance with 
§5 of the Participating Addendum within 7 days of Contractor’s receipt of such notice. Konica 
Minolta agrees that its insurance policies and certificates shall contain standard cancellation 
language. Should any of the policies be cancelled prior to the expiration thereof, notification 
shall be provided in accordance with policy provisions and by Konica Minolta’s insurance 
broker(s). 

 
J. Subrogation Waiver 

All insurance policies secured or maintained by Contractor or its Subcontractors in relation to 
this Participating Addendum shall include clauses stating that each carrier shall  waive  all 
rights of recovery under subrogation or otherwise against Contractor or the State, its agencies, 
institutions, organizations, officers, agents, employees, and volunteers. 

 
K. Public Entities 

If Contractor is a "public entity" within the meaning of the Colorado Governmental Immunity 
Act, §§24-10-101, et seq., C.R.S. (the “GIA”), Contractor shall maintain, in lieu of the liability 
insurance requirements stated above, at all times during the term of this Participating 
Addendum such liability insurance, by commercial policy or self-insurance, as is necessary to 
meet its liabilities under the GIA. If a Subcontractor is a public entity within the meaning of 
the GIA, Contractor shall ensure that the Subcontractor maintain at all times during the terms 
of this Participating Addendum, in lieu of the liability insurance requirements stated above, 
such liability insurance, by commercial policy or self-insurance, as is necessary to meet the 
Subcontractor’s obligations under the GIA. 

 
L. Certificates 

Contractor shall provide to the State certificates evidencing Contractor’s insurance coverage 
required in this Participating Addendum within 7 Business Days following the Effective  Date. 
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Contractor shall provide to the State certificates evidencing Subcontractor insurance coverage 
required under this Participating Addendum within 7 Business Days following the Effective 
Date, except that, if Contractor’s subcontract is not in effect as of the Effective Date, 
Contractor shall provide to the State certificates showing Subcontractor insurance coverage 
required under this Participating Addendum within 7 Business Days following Contractor’s 
execution of the subcontract. No later than 15 days following the expiration date of 
Contractor’s or any Subcontractor’s coverage, Contractor shall deliver to the State certificates 
of insurance evidencing renewals of coverage. At any other time during the term of this 
Participating Addendum, upon request by the State, Contractor shall, within 7 Business Days 
following the request by the State, supply to the State evidence satisfactory to the State of 
compliance with the provisions of this §12. 

 
13. BREACH OF CONTRACT 

In the event of a Breach of Contract, the aggrieved Party shall give written notice of breach to the 
other Party. If the notified Party does not cure the Breach of Contract, at its sole expense, within 30 
days after the delivery of written notice, the Party may exercise any of the remedies as described   in 
§14 for that Party. Notwithstanding any provision of this Participating Addendum to the contrary, 
the State, in its discretion in order to protect the public interest of the State, need not provide notice 
or a cure period and may immediately terminate this Participating Addendum in whole or in part or 
institute any other remedy in this Participating Addendum; or if Contractor is debarred or suspended 
under §24-109-105, C.R.S., the State, in its discretion, need not provide notice or cure period and 
may terminate this Contract in whole or in part or institute any other remedy in this Contract as of 
the date that the debarment or suspension takes effect. 

 
14. REMEDIES 

A. State’s Remedies 
If Contractor is in breach under any provision of this Participating Addendum and fails to cure 
such breach, the State, following the notice and cure period set forth in §13, shall have all of 
the remedies listed in this section in addition to all other remedies set forth in this Participating 
Addendum or at law. The State may exercise any or all of the remedies available to it, in its 
discretion, concurrently or consecutively. 
i. Termination for Breach 

In the event of Contractor’s uncured breach, the State may terminate this entire 
Participating Addendum or any part of this Participating Addendum. Contractor shall 
continue performance of this Participating Addendum to the extent not terminated, if  
any. 
If after termination by the State, the State agrees that Contractor was not in breach or that 
Contractor's action or inaction was excusable, such termination shall be treated as a 
termination in the public interest, and the rights and obligations of the Parties shall be as 
if this Participating Addendum had been terminated in the public interest under §3.D. 

 
ii. Remedies Not Involving Termination 

The State, in its discretion, may exercise one or more of the following additional 
remedies: 
a. Suspend Performance 

Suspend Contractor’s performance with respect to all or any portion of the Work 
pending corrective action as specified by the State without entitling Contractor to 
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an adjustment in price or cost or an adjustment in the performance schedule. 
Contractor shall promptly cease performing Work and incurring costs  in 
accordance with the State’s directive, and neither the State nor any Purchasing 
Entity shall be liable for costs incurred by Contractor after the suspension of 
performance. 

b. Removal 
Demand immediate removal of any of Contractor’s employees, agents, or 
Subcontractors from the Work whom the State deems incompetent, careless, 
insubordinate, unsuitable, or otherwise unacceptable or whose continued relation to 
this Participating Addendum is deemed by the State to be contrary to the public 
interest or the State’s best interest. 

c. Intellectual Property 
If any Work infringes, or if the State in its reasonable discretion determines that  
any Work is likely to infringe, a patent, copyright, trademark, trade secret or other 
intellectual property right, Contractor shall, at the option of and as approved by the 
State or Purchasing Entity (i) secure that right to use such Work for the State, 
Purchasing Entity and Contractor; (ii) replace the Work with noninfringing Work  
or modify the Work so that it becomes noninfringing; or, (iii) remove any  
infringing Work and refund the amount paid for such Work to the Purchasing 
Entity. 

 
B. Contractor’s Remedies 

If the State is in breach of any provision of this Participating Addendum and does not cure 
such breach, Contractor, following the notice and cure period in §13 and the dispute resolution 
process in §15 shall have all remedies available at law and equity. If a Purchasing Entity is in 
breach of a provision of an Order, Contractor shall have all remedies available to it under that 
Order and available at law and equity. 

 
C. Purchasing Entity’s Remedies 

i. If Contractor is in breach under any provision of an Order by a Purchasing Entity, the 
Purchasing Entity shall have all of the remedies listed in that Order, all remedies listed in 
§14.A.ii above, all remedies listed here in §14.C and all other remedies available by law 
or equity. The Purchasing Entity may exercise any or all of the remedies available to it,  
in its discretion, concurrently or consecutively. 

ii. If a Purchasing Entity gives Contractor notice of breach or terminates an Order because 
of Contractor’s breach of that Order, Contractor shall provide notice to the State of that 
breach or termination within 5 Business Days following Contractor’s receipt of that 
notice of breach or termination. 

iii. Payments and Damages 
a. Notwithstanding anything to the contrary, Purchasing Entities shall only pay 

Contractor for completed Work received as of the date of termination. A  
Purchasing Entity may withhold any amount that may be due Contractor as the 
Purchasing Entity deems necessary until Contractor corrects its Work or to protect 
itself against loss including, without limitation, loss as a result of outstanding liens 
and costs incurred by the Purchasing Entity in procuring from third parties 
replacement Work as cover. 
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b. Notwithstanding any other remedial action by the State, Contractor shall remain 
liable to the State or appropriate Purchasing Entity for any damages sustained by 
the State or Purchasing Entity in connection with any breach by Contractor, and the 
Purchasing Entity may withhold payment to Contractor for the purpose of 
mitigating the Purchasing Entity’s damages. 

A Purchasing Entity may deny payment to Contractor for Work not performed, or that 
due to Contractor’s actions or inactions, cannot be performed; provided, that any denial  
of payment shall be equal to the value of the obligations not performed. 

 
15. DISPUTE RESOLUTION 

A. Order Disputes, Termination and Resolution 
i. If a dispute related to an Order arises between Contractor and a Purchasing Entity, 

Contractor shall meet with the Purchasing Entity to attempt to resolve the issue. If 
Contractor is unable to resolve the issue with the Purchasing Entity, then Contractor may 
request assistance from the State by submitting a request in writing, which includes the 
pertinent information about the dispute and the assistance sought by Contractor, in 
accordance with §5 of the Participating Addendum. Nothing in this section shall be 
interpreted as limiting the rights or obligations of Contractor, the State or any Purchasing 
Entity under this Contract of any Order. 

ii. A Purchasing Entity may terminate an Order if it determines that Contractor was in 
breach of that Order. Termination of an Order shall not terminate any other Order or this 
Participating Addendum. 

iii. If a Purchasing Entity gives Contractor notice of breach or terminates an Order because 
of Contractor’s breach of that Order, Contractor shall provide notice to the State of that 
breach or termination within 5 Business Days following Contractor’s receipt of that 
notice of breach or termination. 

 
B. Initial Resolution 

Except as herein specifically provided otherwise, disputes concerning the performance of this 
Participating Addendum which cannot be resolved by the designated Participating Addendum 
primary contacts, as identified in §5 of the Participating Addendum, or through a dispute on an 
Order shall be referred in writing to a senior departmental management staff member 
designated by the State and a senior manager designated by Contractor for resolution. 

 
C. Resolution of Controversies arising under this Participating Addendum 

If the initial resolution described in §15.B. fails to resolve the dispute within ten (10) Business 
Days, Contractor shall submit any alleged breach of this Participating Addendum by the State 
to the Procurement Official of the State Purchasing and Contracts Office as described in in §24- 
101-301(30), C.R.S. for resolution in accordance with the provisions of §§24-109-101.1 
through 24-109-505, C.R.S., (the “Resolution Statutes”), except that if Contractor wishes to 
challenge any decision rendered by the Procurement Official, Contractor’s challenge shall be 
an appeal to the Executive Director of the Department of Personnel and Administration, or 
their delegate, under the Resolution Statutes before Contractor pursues any further action as 
permitted by such statutes. Except as otherwise stated in this Section, all requirements of the 
Resolution Statutes shall apply including, without limitation, time limitations. 
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16. RIGHTS IN WORK PRODUCT AND OTHER INFORMATION 
A. Work Product 

Contractor assigns to the Purchasing Entity and its successors and assigns, the entire right,  
title, and interest in and to all causes of action, either in law or in equity, for past, present, or 
future infringement of intellectual property rights related to the Work Product and all works 
based on, derived from, or incorporating the Work Product under an Order. Whether or not 
Contractor is under contract with the State at the time, Contractor shall execute applications, 
assignments, and other documents, and shall render all other reasonable assistance requested  
by the State, to enable the Purchasing Entity to secure patents, copyrights, licenses and other 
intellectual property rights related to the Work Product. To the extent that Work Product  
would fall under the definition of “works made for hire” under 17 U.S.C.S. §101, the parties 
intend the Work Product to be a work made for hire. 
i. Copyrights 

To the extent that the Work Product (or any portion of the Work Product) would not be 
considered works made for hire under applicable law, Contractor hereby assigns to the 
Purchasing Entity, the entire right, title, and interest in and to copyrights in all Work 
Product and all works based upon, derived from, or incorporating the Work Product; all 
copyright applications, registrations, extensions, or renewals relating to all Work Product 
and all works based upon, derived from, or incorporating the Work Product; and all 
moral rights or similar rights with respect to the Work Product throughout the world. To 
the extent that Contractor cannot make any of the assignments required by this section, 
Contractor hereby grants to the Purchasing Entity a perpetual, irrevocable, royalty-free 
license to use, modify, copy, publish, display, perform, transfer, distribute, sell, and 
create derivative works of the Work Product created under that Purchasing Entity’s  
Order and all works based upon, derived from, or incorporating the Work Product by all 
means and methods and in any format now known or invented in the future. The 
Purchasing Entity may assign and license its rights under this license. 

ii. Patents 
In addition, Contractor grants to the Purchasing Entity (and to recipients of Work  
Product distributed by or on behalf of the State) a perpetual, worldwide, no-charge, 
royalty-free, irrevocable patent license to make, have made, use, distribute, sell, offer for 
sale, import, transfer, and otherwise utilize, operate, modify and propagate the contents 
of the Work Product created under an Order. Such license applies only to those patent 
claims licensable by Contractor that are necessarily infringed by the Work Product alone, 
or by the combination of the Work Product with anything else used by the Purchasing 
Entity. 

iii. Assignments and Assistance 
Whether or not Contractor is under contract with the State at the time, Contractor shall 
execute applications, assignments, and other documents, and shall render all other 
reasonable assistance requested by the State, to enable the State to secure patents, 
copyrights, licenses, and other intellectual property rights related to the Work Product. 
The Parties intend the Work Product to be works made for hire. Contractor assigns to the 
State and its successors and assigns, the entire right, title, and interest in and to all causes 
of action, either in law or in equity, for past, present, or future infringement of 
intellectual property rights related to the Work Product and all works based on, derived 
from, or incorporating the Work Product. 
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B. Exclusive Property of the State 
Except to the extent specifically provided elsewhere in this Participating Addendum, any pre- 
existing State Records, State software, research, reports, studies, photographs, negatives or 
other documents, drawings, models, materials, data and information shall be the exclusive 
property of the State (collectively, “State Materials”). Contractor shall not use, willingly allow, 
cause or permit Work Product or State Materials to be used for any purpose other than the 
performance of Contractor’s obligations in this Participating Addendum without the prior 
written consent of the State. Upon termination of this Participating Addendum for any reason, 
Contractor shall provide all Work Product and State Materials to the State in a form and 
manner as directed by the State. 

 
C. Exclusive Property of Contractor 

Contractor retains the exclusive rights, title, and ownership to any and all pre-existing 
materials owned or licensed to Contractor including, but not limited to, all pre-existing 
software, licensed products, associated source code, machine code, text images, audio and/or 
video, and third-party materials, delivered by Contractor under the Contract, whether 
incorporated in a Deliverable or necessary to use a Deliverable (collectively, “Contractor 
Property”). Contractor Property shall be licensed to the State as set forth in this Contract or a 
State approved license agreement: (i) entered into as exhibits to this Contract; (ii) obtained by 
the State from the applicable third-party vendor; or (iii) in the case of open source software,  
the license terms set forth in the applicable open source license agreement. 

 
17. OBLIGATIONS AND RIGHTS IN THE EVENT OF TERMINATION OF ORDER OR 

CONTRACT 
To the extent specified in any termination notice, Contractor shall not incur further obligations or 
render further performance past the effective date of such notice, and shall terminate outstanding 
orders and subcontracts with third parties. However, Contractor shall complete and deliver to 
Purchasing Entities all Work not cancelled by the termination notice, and may incur obligations as 
necessary to do so within this Participating Addendum’s terms. At the request of the State, 
Contractor shall assign to the appropriate Purchasing Entity all of Contractor's rights, title, and 
interest in and to such terminated orders or subcontracts. Upon termination, Contractor shall take 
timely, reasonable and necessary action to protect and preserve property in the possession of 
Contractor in which the appropriate Purchasing Entity has an interest. At the State or Purchasing 
Entity’s request, Contractor shall return materials owned by the Purchasing Entity that Contractor 
possesses at the time of any termination. Contractor shall deliver all completed Work Product to the 
appropriate Purchasing Entity at the State or Purchasing Entity’s request. 

 
18. STATEWIDE CONTRACT MANAGEMENT SYSTEM 

If the maximum amount payable to Contractor under this Contract is $100,000 or greater, either on 
the Effective Date or at any time thereafter, this section shall apply. Contractor agrees to  be 
governed by and comply with the provisions of §§24-102-206, 24-106-103, 24-106-106, and 24- 
106-107, C.R.S. regarding the monitoring of vendor performance and the reporting of contract 
information in the State’s contract management system (“Contract Management System” or 
“CMS”). Contractor’s performance shall be subject to evaluation and review in accordance with the 
terms and conditions of this Contract, Colorado statutes governing CMS, and State Fiscal Rules and 
State Controller policies. 
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19. GENERAL PROVISIONS 
A. Assignment 

Contractor’s rights and obligations under this Participating Addendum are personal and may 
not be transferred or assigned without the prior, written consent of the State. Any attempt at 
assignment or transfer without such consent shall be void. Any assignment or transfer of 
Contractor’s rights and obligations approved by the State shall be subject to the provisions of 
this Participating Addendum. 

 
B. Subcontracts 

Contractor shall not enter into any subcontract in connection with its obligations under this 
Contract without the prior, written approval of the State. Contractor shall submit to the State a 
copy of each subcontract upon request by the State. All subcontracts entered into by  
Contractor in connection with this Participating Addendum shall comply with all applicable 
federal and state laws and regulations, shall provide that they are governed by the laws of the 
State of Colorado, and shall be subject to all provisions of this Participating Addendum. 

 
C. Binding Effect 

Except as otherwise provided in §19.A., all provisions of this Participating Addendum, 
including the benefits and burdens, shall extend to and be binding upon the Parties’ respective 
successors and assigns. 

 
D. Authority 

Each Party represents and warrants to the other that the execution and delivery of this 
Participating Addendum and the performance of such Party’s obligations have been duly 
authorized. 

 
E. Captions and References 

The captions and headings in this Participating Addendum are for convenience of reference 
only, and shall not be used to interpret, define, or limit its provisions. All references in this 
Participating Addendum to sections (whether spelled out or using the § symbol), subsections, 
exhibits or other attachments, are references to sections, subsections, exhibits or other 
attachments contained herein or incorporated as a part hereof, unless otherwise noted. 

 
F. Counterparts 

This Participating Addendum may be executed in multiple, identical, original counterparts, 
each of which shall be deemed to be an original, but all of which, taken together, shall 
constitute the same agreement. 

 
G. Entire Understanding 

This Participating Addendum represents the complete integration of all understandings 
between the Parties related to the Work, and all prior representations and understandings 
related to the Work, oral or written, are merged into this Participating Addendum. Prior or 
contemporaneous additions, deletions, or other changes to this Participating Addendum shall 
not have any force or effect whatsoever, unless embodied herein. 
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H. Digital Signatures 
If any signatory signs this agreement using a digital signature in accordance with the Colorado 
State Controller Contract, Grant and Purchase Order Policies regarding the use of digital 
signatures issued under the State Fiscal Rules, then any agreement or consent to use digital 
signatures within the electronic system through which that signatory signed shall be 
incorporated into this Contract by reference. 

 
I. External Terms and Conditions 

Notwithstanding anything to the contrary herein, the State shall not be subject to any provision 
included in any terms, conditions, or agreements appearing on Contractor’s or a 
Subcontractor’s website or any provision incorporated into any click-through or online 
agreements related to the Work unless that provision is specifically referenced in this Contract. 

 
J. Modification 

Except as otherwise provided in this Participating Addendum, any modification to this 
Participating Addendum shall only be effective if agreed to in a formal amendment to this 
Participating Addendum, properly executed and approved in accordance with applicable 
Colorado State law and State Fiscal Rules. Modifications permitted under this Participating 
Addendum, other than contract amendments, shall conform to the policies issued by the 
Colorado State Controller. 

 
K. Statutes, Regulations, Fiscal Rules, and Other Authority 

Any reference in this Participating Addendum to a statute, regulation, State Fiscal Rule, fiscal 
policy or other authority shall be interpreted to refer to such authority then current, as may 
have been changed or amended since the Effective Date of this Participating Addendum. 

 
L. Severability 

The invalidity or unenforceability of any provision of this Participating Addendum shall not 
affect the validity or enforceability of any other provision of this Participating Addendum, 
which shall remain in full force and effect, if the Parties can continue to perform their 
obligations under this Participating Addendum in accordance with the intent of this 
Participating Addendum. 

 
M. Survival of Certain Contract Terms 

Any provision of this Participating Addendum that imposes an obligation on the Contractor or 
a Purchasing Entity after termination or expiration of this Participating Addendum shall 
survive the termination or expiration of this Participating Addendum and shall be enforceable 
by the other Party. 

 
N. Taxes 

The State is exempt from federal excise taxes under I.R.C. Chapter 32 (26 U.S.C., Subtitle D, 
Ch. 32) (Federal Excise Tax Exemption Certificate of Registry No. 84-730123K) and from 
State and local government sales and use taxes under §§39-26-704(1), et seq., C.R.S.  
(Colorado Sales Tax Exemption Identification Number 98-02565). The State shall not be liable 
for the payment of any excise, sales, or use taxes, regardless of whether any political 
subdivision of the State imposes such taxes on Contractor. Contractor shall be solely 
responsible for any exemptions from the collection of excise, sales or use taxes that Contractor 
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may wish to have in place in connection with this Participating Addendum. Contractor shall 
honor any tax exemption that any Purchasing Entity has, and shall not charge any Purchasing 
Entity any excise, sales, or use taxes from which that Purchasing Entity is exempt. 

 
O. Third Party Beneficiaries 

Except for a Purchasing Entity and/or the Parties’ respective successors and assigns described 
in §19.A, this Participating Addendum does not and is not intended to confer any rights or 
remedies upon any person or entity other than the Parties. Enforcement of this Participating 
Addendum and all rights and obligations hereunder are reserved solely to the Parties. Any 
services or benefits which third parties receive as a result of this Participating Addendum are 
incidental to this Participating Addendum, and do not create any rights for such third parties. 

 
P. Waiver 

A Party’s failure or delay in exercising any right, power, or privilege under this Participating 
Addendum, whether explicit or by lack of enforcement, shall not operate as a waiver, nor shall 
any single or partial exercise of any right, power, or privilege preclude any other or further 
exercise of such right, power, or privilege. 

 
Q. CORA Disclosure 

To the extent not prohibited by federal law, this Participating Addendum and the performance 
measures and standards required under §24-106-107, C.R.S., if any, are subject to public 
release through the CORA. 

 
R. Standard and Manner of Performance 

Contractor shall perform its obligations under this Participating Addendum in accordance with 
the highest standards of care, skill and diligence in Contractor’s industry, trade, or profession. 

 
S. Licenses, Permits, and Other Authorizations 

Contractor shall secure, prior to the Effective Date, and maintain at all times during the term of 
this Participating Addendum, at its sole expense, all licenses, certifications, permits, and other 
authorizations required to perform its obligations under this Participating Addendum, and shall 
ensure that all employees, agents and Subcontractors secure and maintain at all times during 
the term of their employment, agency or subcontract, all license, certifications, permits and 
other authorizations required to perform their obligations in relation to this Participating 
Addendum. 

 
T. Indemnification 

i. General Indemnification 
Contractor shall indemnify, save, and hold harmless the State, its employees, agents and 
assignees (the “Indemnified Parties”), against any and all costs, expenses, claims, 
damages, liabilities, court awards and other amounts (including reasonable attorneys’ 
fees and related costs) incurred by any of the Indemnified Parties in relation to any third 
party claim of bodily injury, including death, or tangible or real property damage to the 
extent proximately caused, as determined by a court of competent jurisdiction in a final 
adjudication, by a negligent act or omission by Contractor, or its employees, agents, 
Subcontractors, or assignees in connection with this Participating Addendum. 

ii. Confidential Information Indemnification 
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Disclosure or use of State Confidential Information by Contractor in violation of §10  
may be cause for legal action by third parties against Contractor, the State, or their 
respective agents. Contractor shall indemnify, save, and hold harmless the Indemnified 
Parties, against any and all claims, damages, liabilities, losses, costs, expenses (including 
reasonable attorneys’ fees and costs) incurred by the State in relation to any third party 
claim to the extent proximately caused by an act or omission by Contractor, or its 
employees, agents, assigns, or Subcontractors in violation of §10. 

iii. Intellectual Property Indemnification 
Contractor shall indemnify, save, and hold harmless the Indemnified Parties, against any 
and all costs, expenses, claims, damages, liabilities, and other amounts (including 
reasonable attorneys’ fees and costs) incurred by the Indemnified Parties in relation to 
any claim that any Deliverable, Good or Service, software, or Work Product provided by 
Contractor under this Contract (collectively, “IP Deliverables”), or the use thereof, 
infringes a patent, copyright, trademark, trade secret, or any other intellectual property 
right. Contractor has no obligation for any claim of infringement arising from: (a) 
Contractor’s compliance with the State or third-party designs, specifications,  
instructions, or technical information; (b) modifications made by any party other than 
Contractor; (c) the State’s non-compliance with applicable documentation; (d) use of 
products, services or deliverables for purposes not contemplated by this Agreement or 
applicable documentation (including distribution to third parties); (e) the State’s use or 
combination of products, services, or deliverables with products, software, or services 
that are not provided by Contractor; or (f) a product, service, or deliverable that is not at 
the most current release level if the most current release level is non-infringing. If 
Contractor determines that any products, services, or deliverables infringe or are 
reasonably likely to infringe any third-party’s intellectual property rights, it shall have  
the right, in its sole discretion and as the State’s sole remedy, to procure for the State the 
right to use the infringing intellectual property on the same terms as contained in the 
Agreement, modify the infringing intellectual property so as to make it non-infringing 
while retaining substantially equivalent performance, replace the infringing intellectual 
property with non-infringing substantially equivalent intellectual property, or refund a  
pro rata portion of the amounts paid by the State under the Agreement. 

iv. Indemnifying party’s indemnification obligations are conditioned upon the indemnified 
party: (i) promptly notifying the indemnifying party of any claim in writing; (ii) 
cooperating with the indemnifying party in the defense of the claim; and (iii) granting the 
indemnifying party sole control of the defense and settlement of the claim, provided any 
settlement that would impose any monetary or injunctive obligation  upon  the 
indemnified party shall be subject to such party’s prior written approval. 

 
20. COLORADO SPECIAL PROVISIONS (COLORADO FISCAL RULE 3-3) 

These Special Provisions apply to all contracts except where noted in italics. 
A. STATUTORY APPROVAL. §24-30-202(1), C.R.S. 

This Contract shall not be valid until it has been approved by the Colorado State Controller or 
designee. If this Contract is for a Major Information Technology Project, as defined in §24- 
37.5-102(2.6), then this Contract shall not be valid until it has been approved by the State’s 
Chief Information Officer or designee. 
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B. FUND AVAILABILITY. §24-30-202(5.5), C.R.S. 
Financial obligations of the State payable after the current State Fiscal Year are contingent 
upon funds for that purpose being appropriated, budgeted, and otherwise made available. 

 
C. GOVERNMENTAL IMMUNITY 

Liability for claims for injuries to persons or property arising from the negligence of the State, 
its departments, boards, commissions committees, bureaus, offices, employees and officials 
shall be controlled and limited by the provisions of the Colorado Governmental Immunity Act, 
§24-10-101, et seq., C.R.S.; the Federal Tort Claims Act, 28 U.S.C. Pt. VI, Ch. 171 and 28 
U.S.C. 1346(b), and the State’s risk management statutes, §§24-30-1501, et seq. C.R.S. No 
term or condition of this Contract shall be construed or interpreted as a waiver, express or 
implied, of any of the immunities, rights, benefits, protections, or other provisions, contained  
in these statutes. 

 
D. INDEPENDENT CONTRACTOR 

Contractor shall perform its duties hereunder as an independent contractor and not as an 
employee. Neither Contractor nor any agent or employee of Contractor shall be deemed an 
agent or employee of the State. Contractor shall not have authorization, express or implied, to 
bind the State to any agreement, liability or understanding, except as expressly set forth herein. 
Contractor and its employees and agents are not entitled to unemployment insurance or 
workers compensation benefits through the State and the State shall not pay for or otherwise 
provide such coverage for Contractor or any of its agents or employees. Contractor shall pay 
when due all applicable employment taxes, income taxes and local head taxes incurred 
pursuant to this Contract. Contractor shall (i) provide and keep in force workers' compensation 
and unemployment compensation insurance in the amounts required by law, (ii) provide proof 
thereof when requested by the State, and (iii) be solely responsible for its acts and those of its 
employees and agents. 

 
E. COMPLIANCE WITH LAW 

Contractor shall comply with all applicable federal and State laws, rules, and regulations in 
effect or hereafter established, including, without limitation, laws applicable to discrimination 
and unfair employment practices. 

 
F. CHOICE OF LAW, JURISDICTION, AND VENUE 

Colorado law, and rules and regulations issued pursuant thereto, shall be applied in the 
interpretation, execution, and enforcement of this Contract. Any provision included or 
incorporated herein by reference that conflict with said laws, rules, and regulations shall be  
null and void. All suits or actions related to this Contract shall be filed and proceedings held in 
the State of Colorado and exclusive venue shall be in the City and County of Denver. 

 
G. PROHIBITED TERMS 

Any term included in this Contract that requires the State to indemnify or hold Contractor 
harmless; requires the State to agree to binding arbitration; limits Contractor’s liability for 
damages resulting from death, bodily injury, or damage to tangible property; or that conflicts 
with this provision in any way shall be void ab initio. Nothing in this Contract shall be 
construed as a waiver of any provision of §24-106-109 C.R.S. 
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H. SOFTWARE PIRACY PROHIBITION 
State or other public funds payable under this Contract shall not be used for the acquisition, 
operation, or maintenance of computer software in violation of federal copyright laws or 
applicable licensing restrictions. Contractor hereby certifies and warrants that, during the term 
of this Contract and any extensions, Contractor has and shall maintain in place appropriate 
systems and controls to prevent such improper use of public funds. If the State determines that 
Contractor is in violation of this provision, the State may exercise any remedy available at law 
or in equity or under this Contract, including, without limitation, immediate termination of this 
Contract and any remedy consistent with federal copyright laws or applicable licensing 
restrictions. 

 
I. EMPLOYEE FINANCIAL INTEREST/CONFLICT OF INTEREST. §§24-18-201 and 

24-50-507, C.R.S. 
The signatories aver that to their knowledge, no employee of the State has any personal or 
beneficial interest whatsoever in the service or property described in this Contract. Contractor 
has no interest and shall not acquire any interest, direct or indirect, that would conflict in any 
manner or degree with the performance of Contractor’s services and Contractor shall not 
employ any person having such known interests. 

 
J. VENDOR OFFSET AND ERRONEOUS PAYMENTS. §§24-30-202(1) and 24-30-202.4, 

C.R.S. 
Subject to §24-30-202.4(3.5), C.R.S., the State Controller may withhold payment under the 
State’s vendor offset intercept system for debts owed to State agencies for: (i) unpaid child 
support debts or child support arrearages; (ii) unpaid balances of tax, accrued interest, or other 
charges specified in §§39-21-101, et seq., C.R.S.; (iii) unpaid loans due to the Student Loan 
Division of the Department of Higher Education; (iv) amounts required to be paid to the 
Unemployment Compensation Fund; and (v) other unpaid debts owing to the State as a result 
of final agency determination or judicial action. The State may also recover, at the State’s 
discretion, payments made to Contractor in error for any reason, including, but not limited to, 
overpayments or improper payments, and unexpended or excess funds received by Contractor 
by deduction from subsequent payments under this Contract, deduction from any payment due 
under any other contracts, grants or agreements between the State and Contractor, or by any 
other appropriate method for collecting debts owed to the State. 

 
K. PUBLIC CONTRACTS FOR SERVICES. §§8-17.5-101, et seq., C.R.S. 

Contractor certifies, warrants, and agrees that it does not knowingly employ or contract with  
an illegal alien who will perform work under this Contract and will confirm the employment 
eligibility of all employees who are newly hired for employment in the United States to 
perform work under this Contract, through participation in the E-Verify Program or the State 
verification program established pursuant to §8-17.5-102(5)(c), C.R.S., Contractor shall not 
knowingly employ or contract with an illegal alien to perform work under this Contract or  
enter into a contract with a Subcontractor that fails to certify to Contractor that the 
Subcontractor shall not knowingly employ or contract with an illegal alien to perform work 
under this Contract. Contractor (i) shall not use E-Verify Program or the program procedures  
of the Colorado Department of Labor and Employment (“Department Program”) to undertake 
pre-employment screening of job applicants while this Contract is being performed, (ii) shall 
notify the Subcontractor and the contracting State agency or institution of higher education 
within three days if Contractor has actual knowledge that a Subcontractor is employing or 
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contracting with an illegal alien for work under this Contract, (iii) shall terminate the 
subcontract if a Subcontractor does not stop employing or contracting with the illegal alien 
within three days of receiving the notice, and (iv) shall comply with reasonable requests made 
in the course of an investigation, undertaken pursuant to §8-17.5-102(5), C.R.S., by the 
Colorado Department of Labor and Employment. If Contractor participates in the Department 
program, Contractor shall deliver to the contracting State agency, Institution of Higher 
Education or political subdivision, a written, notarized affirmation, affirming that Contractor 
has examined the legal work status of such employee, and shall comply with all of the other 
requirements of the Department program. If Contractor fails to comply with any requirement  
of this provision or §§8-17.5-101, et seq., C.R.S., the contracting State agency, institution of 
higher education or political subdivision may terminate this Contract for breach and, if so 
terminated, Contractor shall be liable for damages. 

 
L. PUBLIC CONTRACTS WITH NATURAL PERSONS. §§24-76.5-101, et seq., C.R.S. 

Contractor, if a natural person eighteen (18) years of age or older, hereby swears and affirms 
under penalty of perjury that Contractor (i) is a citizen or otherwise lawfully present in the 
United States pursuant to federal law, (ii) shall comply with the provisions of §§24-76.5-101, 
et seq., C.R.S., and (iii) has produced one form of identification required by §24-76.5-103, 
C.R.S. prior to the Effective Date of this Contract. 



DocuSign Envelope ID: 5EBA4850-816D-44D8-AD0C-F5CB8208E9F3 

CMS # 154587 

Page 33 of 71 

 

 

 

EXHIBIT B, INFORMATION TECHNOLOGY PROVISIONS 

This Exhibit regarding Information Technology Provisions (the “Exhibit”) is an essential part of the 
agreement between the State and Contractor as described in the Contract to which this Exhibit is attached. 
Unless the context clearly requires a distinction between the Contract and this Exhibit, all references to 
“Contract” shall include this Exhibit. 

 
1. PROTECTION OF SYSTEM DATA 

A. In addition to the requirements of the main body of this Contract, if Contractor or any 
Subcontractor is given access to State Information Technology resources or State Records by 
the State or its agents in connection with Contractor’s performance under the Contract, 
Contractor shall protect such Information Technology resources and State Records in 
accordance with this Exhibit. All provisions of this Exhibit that refer to Contractor shall apply 
equally to any Subcontractor performing work in connection with the Contract. 

B. The terms of this Exhibit shall apply to the extent that Contractor’s obligations under this 
Contract include the provision of Information Technology goods or services to the State. 
Information Technology is computer-based equipment and related services designed for the 
storage, manipulation, and retrieval of data, and includes, without limitation: 

i. Any technology, equipment, or related services described in §24-37.5-102(2), 
C.R.S.; 

ii. The creation, use, processing, disclosure, transmission, or disposal of State Records, 
including any data or code, in electronic form; and 

iii. Other existing or emerging technology, equipment, or related services that may 
require knowledge and expertise in Information Technology. 

C. Contractor shall, and shall cause its Subcontractors to meet all of the following: 
i. Provide physical and logical protection for all hardware, software, applications, and 

data that meets or exceeds industry standards and the requirements of this Contract. 
ii. Maintain network, system, and application security, which includes, but is not 

limited to, network firewalls, intrusion detection (host and network), annual security 
testing, and improvements or enhancements consistent with evolving industry 
standards. 

iii. Comply with State and federal rules and regulations related to overall security, 
privacy, confidentiality, integrity, availability, and auditing. 

iv. Provide that security is not compromised by unauthorized access to workspaces, 
computers, networks, software, databases, or other physical or electronic 
environments. 

v. Promptly report all Incidents, including Incidents that do not result in unauthorized 
disclosure or loss of data integrity, to a designated representative of the State’s 
Office of Information Security (“OIS”). The parties acknowledge and agree, 
however, that this section constitutes notice of the ongoing existence and occurrence 
of attempted but unsuccessful Incidents for which no further notice shall be required. 
Such unsuccessful Incidents shall include, but not be limited to, pings and other 
broadcast attacks on Contractor's firewall, port scans, unsuccessful log-on   attempts, 
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denials of service and any combination of the above, so long as no such incident 
results in unauthorized access, use, or disclosure of State Confidential Information. 

vi. Comply with all rules, policies, procedures, and standards issued by the Governor’s 
Office of Information Technology (“OIT”), including change management, project 
lifecycle methodology and governance, technical standards, documentation, and 
other requirements posted at www.oit.state.co.us/about/policies. Contractor will 
comply with all applicable laws, rules, and regulations.  If Contractor determines it  
is unable to comply with any of the State’s policies, procedures, or guidelines, it will 
promptly notify the State and the parties will work together in good faith to develop 
a mutually acceptable alternative. If the parties are unable to agree on a mutually 
acceptable alternative within 30 days after notification, the State may terminate the 
maintenance-related portion of the Agreement directly affected by Contractor’s 
inability to comply with the policies, procedures, and guidelines. 

D. Subject to any reasonable conditions, Contractor may impose to protect the confidentiality, 
integrity, and availability of its data and systems, and upon reasonable prior notice, Contractor 
shall provide the State with scheduled access for the purpose of inspecting and monitoring 
access and use of State Records, maintaining State systems, and evaluating physical and 
logical security control effectiveness. 

E. Contractor shall perform, and cause it Subcontractors to perform, background checks on all of 
its respective employees and agents performing services or having access to State Records 
provided under this Contract, including any Subcontractors or the employees of 
Subcontractors. 

i. Upon request, Contractor shall provide notice to a designated representative for the 
State indicating that background checks have been performed. Such notice will 
inform the State of any action taken in response to such background checks, 
including any decisions not to take action in response to negative information 
revealed by a background check. 

ii. If Contractor will have access to Federal Tax Information under the Contract, 
Contractor shall agree to the State’s requirements regarding Safeguarding 
Requirements for Federal Tax Information and shall comply with the background 
check requirements defined in IRS Publication 1075 and §24-50-1002, C.R.S. 

2. DATA HANDLING 
A. Contractor may not maintain or forward these State Records to or from any other facility or 

location, except for the authorized and approved purposes of backup and disaster recovery 
purposes, without the prior written consent of the State. Contractor may not maintain State 
Records in any data center or other storage location outside the United States for any purpose 
without the prior express written consent of OIS. 

B. Contractor shall not allow remote access to State Records from outside the United States, 
including access by Contractor’s employees or agents, without the prior express written 
consent of OIS. Contractor shall communicate any request regarding non-U.S. access to State 
Records to the Security and Compliance Representative for the State. The State shall have 
sole discretion to grant or deny any such request. 

C. Upon request by the State made any time prior to 60 days following the termination of this 
Contract  for any reason,  whether or not  the Contract  is  expiring or terminating,  Contractor 

http://www.oit.state.co.us/about/policies
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shall make available to the State a complete download file of all State data maintained by 
Contractor in the ordinary course of business.. 

i. This download file shall be made available to the State within 10 Business Days of 
the State’s request, shall be encrypted and appropriately authenticated, and shall 
contain, without limitation, all State Records, Work Product, and system schema and 
transformation definitions, or delimited text files with documents, detailed schema 
definitions along with attachments in its native format. 

ii. Upon the termination of Contractor’s provision of data processing services, 
Contractor shall, as directed by the State, return all State Records provided by the 
State to Contractor, and the copies thereof, to the State or destroy all such State 
Records and certify to the State that it has done so. If any legal obligation imposed 
upon Contractor prevents it from returning or destroying all or part of the State 
Records provided by the State to Contractor, Contractor shall guarantee the 
confidentiality of all State Records provided by the State to Contractor and will not 
actively process such data anymore. Contractor shall not interrupt or obstruct the 
State’s ability to access and retrieve State Records stored by Contractor. 

D. The State retains the right to use the established operational services to access and retrieve 
State Records stored on Contractor’s infrastructure at its sole discretion and at any time. Upon 
request of the State or of the supervisory authority, Contractor shall submit its data processing 
facilities for an audit of the measures referred to in this Exhibit in accordance with the terms  
of this Contract. All audits shall be subject to any reasonable conditions and restrictions 
Contractor may impose to protect the confidentiality, availability, and integrity of its data and 
systems, shall be conducted at the State’s sole expense, and shall be conducted during 
Contractor’s regular business hours after reasonable advance written notice to Contractor with 
minimal disruption to Contractor’s business. Audits shall be limited to once each year unless 
the State has credible evidence that a violation of this Agreement has occurred. 

E. If Contractor processes, handles, or transmits information provided to a state agency by the 
Social Security Administration (SSA) or has authority to perform on the state agency’s behalf, 
the state agency should clearly state the specific roles and functions of the Contractor within 
the agreement. Any Order placed with the Contractor must contain non-disclosure language as 
it pertains to SSA-provided information. 

 
3. DELIVERY AND ACCEPTANCE 

A. Contractor shall provide and maintain a quality assurance system consistent with ISO 9001  
for any Work or Deliverables under this Contract and shall provide to the State only such 
Work or Deliverables that have been inspected and found to conform to the specifications 
identified in this Contract and any applicable solicitation, bid, offer, or proposal from which 
this Contract results. 

B. Contractor’s delivery of any Work or Deliverables to the State shall constitute certification 
that such Work or Deliverable has been determined to conform to the applicable 
specifications, and Contractor shall make records of such quality assurance available to the 
State upon request during the term of the Contract or at any time within three years following 
expiration or termination of the Contract. 

C. For any Work or Deliverables other than the purchase or license of commercially available 
goods or software, acceptance of the Work or Deliverable shall require affirmative written 
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communication from the State to the Contractor that such Work or Deliverable has been 
accepted by the State. Such communication shall be provided within a reasonable time period 
from the delivery of the Work or Deliverable and shall not be unreasonably delayed or 
withheld. Acceptance by the State shall be final, except in cases of Contractor’s failure to 
conduct proper quality assurance, latent defects that could not reasonably have been detected 
upon delivery, or Contractor’s gross negligence or willful misconduct. 

 
4. WARRANTY 

A. Notwithstanding the acceptance of any Work or Deliverable, or the payment of any invoice 
for such Work or Deliverable, Contractor warrants that any Work or Deliverable provided by 
Contractor under this Contract shall be free from material defects and shall function in 
material accordance with the applicable specifications under normal and proper use. 
Contractor warrants that any Work or Deliverable shall be, at the time of delivery, free from 
any harmful or malicious code, including without limitation viruses, malware, spyware, 
ransomware, or other similar function designed to interfere with or damage the normal 
operation of Information Technology resources. Contractor’s warranties under this section 
shall apply to any defects or material nonconformities discovered within 180 days following 
delivery of any Work or Deliverable. 

B. Upon notice during the warranty term of any defect or material nonconformity, Contractor 
shall submit to the State in writing within 10 business days of the notice one or more 
recommendations for corrective action with sufficient documentation for the State to ascertain 
the feasibility, risks, and impacts of each recommendation. The State’s remedy for such  
defect or material non-conformity shall be: 

i. Contractor shall re-perform, repair, or replace such Work or Deliverable in 
accordance with any recommendation chosen by the State. Contractor shall deliver, 
at no additional cost to the State, all documentation required under the Contract as 
applicable to the corrected Work or Deliverable; or 

ii. If Contractor is unable to re-perform, repair, or replace such Work or Deliverable, 
Contractor shall refund to the State all amounts paid for such Work or Deliverable. 

C. Any Work or Deliverable delivered to the State as a remedy under this section shall be subject 
to the same quality assurance, acceptance, and warranty requirements as the original Work or 
Deliverable. The duration of the warranty for any replacement or corrected Work or 
Deliverable shall run from the date of the corrected or replacement Work or Deliverable. 

D. This warranty does not apply (i) to consumable parts, parts listed as accessories, or parts 
designed to diminish in function over time unless a failure is due to a defect in materials or 
workmanship; (ii) to cosmetic damage or defects caused by normal wear and tear or aging of 
the Work or Deliverable; (iii) to damage caused by use with non-Konica Minolta products; 
(iv) to damage caused by operating the Work or Deliverables outside the permitted or 
intended uses or environments described by Contractor; (v) to damage caused by service 
performed by anyone who is not a representative of Contractor or a Konica Minolta 
Authorized Dealer; (vi) to a product or part that has been modified without the written 
permission of Contractor; and (vii) if any Konica Minolta serial number has been removed or 
defaced. This warranty does not extend to any other equipment to which this Work or 
Deliverable may be attached or connected or to any third party software. 

 
5. COMPLIANCE 
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A. In addition to the compliance obligations imposed by the main body of the Contract, 
Contractor shall comply with: 

i. All Colorado Office of Information Security (OIS) policies and procedures which 
OIS has issued pursuant to §§24-37.5-401 through 406, C.R.S. and 8 CCR §1501-5 
and posted at http://oit.state.co.us/ois. Contractor will comply with all applicable 
laws, rules, and regulations.  If Contractor determines it is unable to comply with  
any of the State’s policies, procedures, or guidelines, it will promptly notify the  
State and the parties will work together in good faith to develop a mutually 
acceptable alternative. If the parties are unable to agree on a mutually acceptable 
alternative within 30 days after notification, the State may terminate the 
maintenance-related portion of the Agreement directly affected by Contractor’s 
inability to comply with the policies, procedures, and guidelines. 

ii. All information security and privacy obligations imposed by any federal, state, or 
local statute or regulation, or by any specifically incorporated industry standards or 
guidelines, as applicable based on the classification of the data relevant to 
Contractor’s performance under the Contract. Such obligations may arise from: 
a. Health Information Portability and Accountability Act (HIPAA) 
b. IRS Publication 1075 
c. Payment Card Industry Data Security Standard (PCI-DSS) 
d. FBI Criminal Justice Information Service Security Addendum 
e. CMS Minimum Acceptable Risk Standards for Exchanges 
f. Electronic Information Exchange Security Requirements and  Procedures 

For State and Local Agencies Exchanging Electronic Information With The 
Social Security Administration, provided that the State shall not submit data 
subject to the above obligations to Contractor without its prior written 
consent. 

iii. To the extent applicable, Contractor shall comply with and adhere to Section 508 of 
the U.S. Rehabilitation Act of 1973, as amended, and §§24-85-101, et seq., C.R.S. 
To the extent applicable, Contractor shall make commercially reasonable efforts to 
comply with all State of Colorado technology standards related to technology 
accessibility and with Level AA of the most current version of the Web Content 
Accessibility Guidelines (WCAG), incorporated in the State of Colorado technology 
standards and available at https://www.w3.org/TR/WCAG21/. 

B. Contractor shall implement and maintain all appropriate administrative, physical, technical, 
and procedural safeguards necessary and appropriate to ensure compliance with the standards 
and guidelines applicable to Contractor’s performance under the Contract. 

C. Contractor shall allow the State reasonable access and shall provide the State with information 
reasonably required to assess Contractor’s compliance. Such access and information shall 
include: 

i. An annual SOC2 Type II audit including, at a minimum, the Trust Principles of 
Security, Confidentiality, and Availability, or an alternative audit recommended by 
OIS; or 

http://oit.state.co.us/ois
http://www.w3.org/TR/WCAG21/
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ii. The performance of security audit and penetration tests, as requested by OIS. 
iii. All audits and tests shall be subject to any reasonable conditions and restrictions 

Contractor may impose to protect the confidentiality, integrity, and availability of its 
data and systems, shall be conducted at the State’s sole expense, during Contractor’s 
regular business hours, after reasonable advance written notice to Contractor, with 
minimal disruption to Contractor’s business. Audits shall be limited to once each 
year unless the State has credible evidence that a violation of the Agreement has 
occurred. 

D. To the extent Contractor controls or maintains information systems used in connection with 
State Records, Contractor will provide OIS with summaries of all security assessment 
activities when conducted on such information systems, including any code-level  
vulnerability scans, application level risk assessments, and other security assessment activities 
as required by this Contract or reasonably requested by OIS. Contractor will make reasonable 
efforts to remediate any vulnerabilities or will request a security exception from the State. The 
State will work with Contractor and OIS to prepare any requests for exceptions from the 
security requirements described in this Contract and its Exhibits, including mitigating controls 
and other factors, and OIS will consider such requests in accordance with their policies and 
procedures referenced herein. 

 
6. TRANSITION OF SERVICES 

Upon request by the State prior to expiration or earlier termination of this Contract or any Services 
provided in this Contract, Contractor shall provide reasonable and necessary assistance, insofar as 
possible, to accomplish a complete transition of the Services from Contractor to the State or any 
replacement provider designated solely by the State without any interruption of or adverse impact on 
the Services. Contractor shall cooperate fully with the State or any successor provider and shall 
promptly take all steps required to assist in effecting a complete transition of the Services designated  
by the State insofar as possible. Contractor will charge the State no more than a reasonable charge to 
perform such assistance, such charges to be set forth in a quote and agreed to in writing by the parties, 
or as set forth in an applicable change control provision of the Agreement. 

 
7. LICENSE OR USE AUDIT RIGHTS 

A. To the extent that Contractor, through this Contract or otherwise as related to the subject 
matter of this Contract, has granted to the State any license or otherwise limited permission to 
use any Contractor Property, the terms of this section shall apply. 

B. Contractor shall have the right, at any time during and throughout the Contract Term, but not 
more than once per Fiscal Year, to request via written notice in accordance with the notice 
provisions of the Contract that the State audit its use of and certify as to its compliance with 
any applicable license or use restrictions and limitations contained in this Contract (an “Audit 
Request”). The Audit Request shall specify the time period to be covered by the audit, which 
shall not include any time periods covered by a previous audit. The State shall complete the 
audit and provide certification of its compliance to Contractor (“Audit Certification”) within 
120 days following the State’s receipt of the Audit Request. 

C. If upon receipt of the State’s Audit Certification, the Parties reasonably determine that: (i) the 
State’s use of licenses, use of software, use of programs, or any other use during the audit 
period exceeded the use restrictions and limitations contained in this Contract (“Overuse”)  
and (ii) the State would have been or is then required to purchase additional maintenance 
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and/or services (“Maintenance”), Contractor shall provide written notice to the State in 
accordance with the notice provisions of the Contract identifying any Overuse or required 
Maintenance and request that the State bring its use into compliance with such use restrictions 
and limitations. 
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ATTACHMENT B.1 TO EXHIBIT B – IRS PUBLICATION 1075 
 

I. PERFORMANCE 
In performance of this contract, the contractor agrees to comply with and assume responsibility for 
compliance by his or her employees with the following requirements: 
1) All work will be done under the supervision of the contractor or the contractor’s employees. 
2) Any return or return information made available in any format shall be used only for the purpose 

of carrying out the provisions of this contract. Information contained in such material will be 
treated as confidential and will not be divulged or made known in any manner to any person 
except as may be necessary in the performance of this contract. Disclosure to anyone other than 
an officer or employee of the contractor will be prohibited. 

3) All returns and return information will be accounted for upon receipt and properly stored before, 
during, and after processing. In addition, all related output will be given the same level of 
protection as required for the source material. 

4) The contractor certifies that the data processed during the performance of this contract will be 
completely purged from all data storage components of his or her computer facility, and no 
output will be retained by the contractor at the time the work is completed. If immediate purging 
of all data storage components is not possible, the contractor certifies that any IRS data 
remaining in any storage component will be safeguarded to prevent unauthorized disclosures. 

5) Any spoilage or any intermediate hard copy printout that may result during the processing of IRS 
data will be given to the agency or his or her designee. When this is not possible, the contractor 
will be responsible for the destruction of the spoilage or any intermediate hard copy printouts, 
and will provide the agency or his or her designee with a statement containing the date of 
destruction, description of material destroyed, and the method used. 

6) All computer systems processing, storing, or transmitting Federal tax information must meet the 
requirements defined in IRS Publication 1075. To meet functional and assurance requirements, 
the security features of the environment must provide for the managerial, operational, and 
technical controls. All security features must be available and activated to protect against 
unauthorized use of and access to Federal tax information. 

7) No work involving Federal tax information furnished under this contract will be subcontracted 
without prior written approval of the IRS. 

8) The contractor will maintain a list of employees authorized access. Such list will be provided to 
the agency and, upon request, to the IRS reviewing office. 

9) The agency will have the right to void the contract if the contractor fails to provide the 
safeguards described above. 

 
II. CRIMINAL/CIVIL SANCTIONS: 

1) Each officer or employee of any person to whom returns or return information is or may be 
disclosed will be notified in writing by such person that returns or return information disclosed to 
such officer or employee can be used only for a purpose and to the extent authorized herein, and 
that further disclosure of any such returns or return information for a purpose or to an extent 
unauthorized herein constitutes a felony punishable upon conviction by a fine of as much as 
$5,000 or imprisonment for as long as 5 years, or both, together with the costs of prosecution. 
Such person shall also notify each such officer and employee that any such unauthorized further 
disclosure of returns or return information may also result in an award of civil damages against 
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the officer or employee in an amount not less than $1,000 with respect to each instance of 
unauthorized disclosure. These penalties are prescribed by IRC sections 7213 and 7431 and set 
forth at 26 CFR 301.6103(n)-1. 

2) Each officer or employee of any person to whom returns or return information is or may be 
disclosed shall be notified in writing by such person that any return or return information made 
available in any format shall be used only for the purpose of carrying out the provisions of this 
contract. Information contained in such material shall be treated as confidential and shall not be 
divulged or made known in any manner to any person except as may be necessary in the 
performance of the contract. Inspection by or disclosure to anyone without an official need to 
know constitutes a criminal misdemeanor punishable upon conviction by a fine of as much as 
$1,000 or imprisonment for as long as 1 year, or both, together with the costs of prosecution. 
Such person shall also notify each such officer and employee that any such unauthorized 
inspection or disclosure of returns or return information may also result in an award of civil 
damages against the officer or employee [United States for Federal employees] in an amount 
equal to the sum of the greater of $1,000 for each act of unauthorized inspection or disclosure 
with respect to which such defendant is found liable or the sum of the actual damages sustained 
by the plaintiff as a result of such unauthorized inspection or disclosure plus in the case of a 
willful inspection or disclosure which is the result of gross negligence, punitive damages, plus 
the costs of the action. These penalties are prescribed by IRC section 7213A and 7431. 

3) Additionally, it is incumbent upon the contractor to inform its officers and employees of the 
penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a. 
Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to contractors by 5 U.S.C. 
552a(m)(1), provides that any officer or employee of a contractor, who by virtue of his/her 
employment or official position, has possession of or access to agency records which contain 
individually identifiable information, the disclosure of which is prohibited by the Privacy Act or 
regulations established thereunder, and who knowing that disclosure of the specific material is 
prohibited, willfully discloses the material in any manner to any person or agency not entitled to 
receive it, shall be guilty of a misdemeanor and fined not more than $5,000. 

 
III. INSPECTION: 

The IRS and the Agency shall have the right to send its officers and employees into the offices and 
plants of the contractor for inspection of the facilities and operations provided for the performance of 
any work under this contract. On the basis of such inspection, specific measures may be required in 
cases where the contractor is found to be noncompliant with contract safeguards. 
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ATTACHMENT B.2 – HIPAA BUSINESS ASSOCIATE ADDENDUM 

This Exhibit B.2 – HIPAA Business Associate Addendum (“Addendum”) is part of that certain contract,   CMS 
# 154587 (“Contract”), by and between Konica Minolta Business Solutions USA, Inc. (“Contractor”) and the  
State of Colorado (“State”). In the event of a conflict or inconsistency between the Contract and its Exhibits and 
attachments, such conflict or inconsistency shall be resolved in the manner specified in §8 of the main body of the 
Contract. Any references to defined terms that are not specifically defined herein shall have the same meaning as 
those set forth in the Contract and its Exhibits. For purposes of this Addendum, the State is referred to as 
“Covered Entity” or “CE” and Contractor is referred to as “Associate.” Unless the context clearly requires a 
distinction between the Contract document and this Addendum, all references herein to “the Contract” or “this 
Contract” include this Addendum. 

 
RECITALS 

 
A. CE wishes to disclose certain information to Associate pursuant to the terms of the Contract, some of 

which may constitute Protected Health Information (“PHI”) (defined below). 

B. CE and Associate intend to protect the privacy and provide for the security of PHI disclosed to Associate 
pursuant to this Contract in compliance with the Health Insurance Portability and Accountability Act of 
1996, 42 USC §1320d-1320d-8 (“HIPAA”) as amended by the American Recovery and Reinvestment Act 
of 2009 (“ARRA”)/HITECH Act (PL 111-005), and its implementing regulations promulgated by the US 
Department of Health and Human Services, 45 CFR Parts 160, 162, and 164 (the “HIPAA Rules”) and 
other applicable laws, as amended. 

C. As part of the HIPAA Rules, the CE is required to enter into a written contract containing specific 
requirements with Associate prior to the disclosure of PHI, as set forth in, but not limited to, Title 45, 
§§160.103, 164.502(e), and 164.504(e) of the Code of Federal Regulations (“CFR”) and contained in this 
Addendum. 

 
The parties agree as follows: 

 
1. Definitions. 

a. Except as otherwise defined herein, capitalized terms in this Addendum shall have the definitions 
set forth in the HIPAA Rules at 45 CFR Parts 160, 162, and 164, as amended. In the event of any 
conflict between the mandatory provisions of the HIPAA Rules and the provisions of this 
Contract, the HIPAA Rules shall control. Where the provisions of this Contract differ from those 
mandated by the HIPAA Rules, but are nonetheless permitted by the HIPAA Rules, the 
provisions of this Contract shall control. 

b. “Protected Health Information” or “PHI” means any information, whether oral or recorded in any 
form or medium: (i) that relates to the past, present, or future physical or mental condition of an 
individual; the provision of health care to an individual; or the past, present, or future payment for 
the provision of health care to an individual; and (ii) that identifies the individual or with respect 
to which there is a reasonable basis to believe the information can be used to identify the 
individual, and shall have the meaning given to such term under the HIPAA Rules, including, but 
not limited to, 45 CFR §164.501. 

c. “Protected Information” shall mean PHI provided by CE to Associate or created, received, 
maintained, or transmitted by Associate on CE’s behalf. To the extent Associate is a covered 
entity under HIPAA and creates or obtains its own PHI for treatment, payment, and health care 
operations, Protected Information under this Contract does not include any PHI created or 
obtained by Associate as a covered entity and Associate shall follow its own policies and 
procedures for accounting, access, and amendment of Associate’s PHI. 
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d. “Subcontractor” shall mean a third party to whom Associate delegates a function, activity, or 
service that involves CE’s Protected Information, in order to carry out the responsibilities of this 
Addendum. 

 
2. Obligations of Associate. 

a. Permitted Uses. Associate shall not use Protected Information except for the purpose of 
performing Associate’s obligations under this Contract and as permitted under this Addendum. 
Further, Associate shall not use Protected Information in any manner that would constitute a 
violation of the HIPAA Rules if so used by CE, except that Associate may use Protected 
Information: (i) for the proper management and administration of Associate; (ii) to carry out the 
legal responsibilities of Associate; or (iii) for Data Aggregation purposes for the Health Care 
Operations of CE. Additional provisions, if any, governing permitted uses of Protected 
Information are set forth in Attachment B.2 to this Addendum. Associate accepts full 
responsibility for any penalties incurred as a result of Associate’s breach of the HIPAA Rules. 

b. Permitted Disclosures. Associate shall not disclose Protected Information in any manner that 
would constitute a violation of the HIPAA Rules if disclosed by CE, except that Associate may 
disclose Protected Information: (i) in a manner permitted pursuant to this Contract; (ii) for the 
proper management and administration of Associate; (iii) as required by law; (iv) for Data 
Aggregation purposes for the Health Care Operations of CE; or (v) to report violations of law to 
appropriate federal or state authorities, consistent with 45 CFR §164.502(j)(1). To the extent that 
Associate discloses Protected Information to a third-party Subcontractor, Associate must obtain, 
prior to making any such disclosure: (i) reasonable assurances through execution of a written 
agreement with such third party that such Protected Information will be held confidential as 
provided pursuant to this Addendum and only disclosed as required by law or for the purposes for 
which it was disclosed to such third party; and that such third party will notify Associate within 
two (2) business days of any breaches of confidentiality of the Protected Information, to the 
extent it has obtained knowledge of such breach. Additional provisions, if any, governing 
permitted disclosures of Protected Information are set forth in Attachment B.2. 

c. Appropriate Safeguards. Associate shall implement appropriate safeguards as are necessary to 
prevent the use or disclosure of Protected Information other than as permitted by this Contract. 
Associate shall comply with the requirements of the HIPAA Security Rule at 45 CFR §§164.308, 
164.310, 164.312, and 164.316. Associate shall maintain a comprehensive written information 
privacy and security program that includes administrative, technical and physical safeguards 
appropriate to the size and complexity of the Associate’s operations and the nature and scope of 
its activities. Associate shall review, modify, and update the documentation of, its safeguards as 
needed to ensure continued provision of reasonable and appropriate protection of Protected 
Information. 

d. Reporting of Improper Use or Disclosure. Associate shall report to CE in writing any use or 
disclosure of Protected Information other than as provided for by this Contract within five (5) 
business days of becoming aware of such use or disclosure. 

e. Associate’s Rights. If Associate uses one or more Subcontractors or agents to provide services 
under the Contract, and such Subcontractors or agents receive or have access to Protected 
Information, each Subcontractor or agent shall sign an agreement with Associate containing the 
same provisions as this Addendum and further identifying CE as a third-party beneficiary with 
rights of enforcement and indemnification from such Subcontractors or agents in the event of any 
violation of such Subcontractor or agent agreement. The agreement between Associate and the 
Subcontractor or agent shall ensure that the Subcontractor or agent agrees to at least the same 
restrictions and conditions that apply to Associate with respect to such Protected Information. 
Associate shall implement and maintain sanctions against agents and Subcontractors that violate 
such restrictions and conditions and shall mitigate the effects of any such violation. 
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f. Access to Protected Information. If Associate maintains Protected Information contained within 
CE’s Designated Record Set, Associate shall make Protected Information maintained by  
Associate or its agents or Subcontractors in such Designated Record Sets available to CE for 
inspection and copying within ten (10) business days of a request by CE to enable CE to fulfill its 
obligations to permit individual access to PHI under the HIPAA Rules, including, but not limited 
to, 45 CFR §164.524. If such Protected Information is maintained by Associate in an electronic 
form or format, Associate must make such Protected Information available to CE in a mutually 
agreed upon electronic form or format. 

g. Amendment of PHI. If Associate maintains Protected Information contained within CE’s 
Designated Record Set, Associate or its agents or Subcontractors shall make such Protected 
Information available to CE for amendment within ten (10) business days of receipt of a request 
from CE for an amendment of Protected Information or a record about an individual contained in 
a Designated Record Set, and shall incorporate any such amendment to enable CE to fulfill its 
obligations with respect to requests by individuals to amend their PHI under the HIPAA Rules, 
including, but not limited to, 45 CFR §164.526. If any individual requests an amendment of 
Protected Information directly from Associate or its agents or Subcontractors, Associate must 
notify CE in writing within five (5) business days of receipt of the request. Any denial of 
amendment of Protected Information maintained by Associate or its agents or Subcontractors  
shall be the responsibility of CE. 

h. Accounting Rights. If Associate maintains Protected Information contained within CE’s 
Designated Record Set, Associate and its agents or Subcontractors shall make available to CE 
within ten (10) business days of notice by CE, the information required to provide an accounting 
of disclosures to enable CE to fulfill its obligations under the HIPAA Rules, including, but not 
limited to, 45 CFR §164.528. In the event that the request for an accounting is delivered directly 
to Associate or its agents or Subcontractors, Associate shall within five (5) business days of the 
receipt of the request forward it to CE in writing. It shall be CE’s responsibility to prepare and 
deliver any such accounting requested. Associate shall not disclose any Protected Information 
except as set forth in Section 2(b) of this Addendum. 

i. Governmental Access to Records. Associate shall keep records and make its internal practices, 
books, and records relating to the use and disclosure of Protected Information available to the 
Secretary of the US Department of Health and Human Services (the “Secretary”), in a time and 
manner designated by the Secretary, for purposes of determining CE’s or Associate’s compliance 
with the HIPAA Rules. Associate shall provide to CE a copy of any Protected Information that 
Associate provides to the Secretary concurrently with providing such Protected Information to the 
Secretary when the Secretary is investigating CE. Associate shall cooperate with the Secretary if 
the Secretary undertakes an investigation or compliance review of Associate’s policies, 
procedures, or practices to determine whether Associate is complying with the HIPAA Rules, and 
permit access by the Secretary during normal business hours to its facilities, books, records, 
accounts, and other sources of information, including Protected Information, that are pertinent to 
ascertaining compliance. 

j. Minimum Necessary. Associate (and its agents or subcontractors) shall only request, use, and 
disclose the minimum amount of Protected Information necessary to accomplish the purpose of 
the request, use, or disclosure, in accordance with the Minimum Necessary requirements of the 
HIPAA Rules including, but not limited to 45 CFR §§164.502(b) and 164.514(d). 

k. Data Ownership. Associate acknowledges that Associate has no ownership rights with respect to 
Protected Information. 

l. Retention of Protected Information. Except upon termination of the Contract as provided in 
Section  4(d)  of  this  Addendum,  Associate  and  its  Subcontractors  or  agents  shall  retain  all 
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Protected Information throughout the term of this Contract and shall continue to maintain the 
information required under Section 2(h) of this Addendum for a period of six (6) years. 

m. Associate’s Insurance. Associate shall maintain insurance to cover loss of PHI data and claims 
based upon alleged violations of privacy rights through improper use or disclosure of PHI. All 
such policies shall meet or exceed the minimum insurance requirements of the Contract (e.g. 
occurrence basis, combined single dollar limits, annual aggregate dollar limits, additional insured 
status, and notice of cancellation). 

n. Notice of Privacy Practices. Associate shall be responsible for reviewing CE’s Notice of Privacy 
Practices, available on CE’s external website, to determine any requirements applicable to 
Associate per this Contract. 

o. Notification of Breach. During the term of this Contract, Associate shall notify CE within two (2) 
business days of any suspected or actual breach of security, intrusion, or unauthorized use or 
disclosure of PHI and/or any actual or suspected use or disclosure of data in violation of any 
applicable federal or state laws or regulations. Associate shall not initiate notification to affected 
individuals per the HIPAA Rules without prior notification and approval of CE. Information 
provided to CE shall include the identification of each individual whose unsecured PHI has been, 
or is reasonably believed to have been accessed, acquired, or disclosed during the breach. 
Associate shall take (i) prompt corrective action to cure any such deficiencies and (ii) any action 
pertaining to such unauthorized disclosure required by applicable federal and state laws and 
regulations. 

p. Audits, Inspection, and Enforcement. Within ten (10) business days of a written request by CE, 
Associate and its agents or subcontractors shall allow CE to conduct a reasonable inspection of 
the facilities, systems, books, records, agreements, policies, and procedures relating to the use or 
disclosure of Protected Information pursuant to this Addendum for the purpose of determining 
whether Associate has complied with this Addendum; provided, however, that: (i) Associate and 
CE shall mutually agree in advance upon the scope, timing, and location of such an inspection; 
and (ii) CE shall protect the confidentiality of all confidential and proprietary information of 
Associate to which CE has access during the course of such inspection. The fact that CE inspects, 
or fails to inspect, or has the right to inspect, Associate’s facilities, systems, books, records, 
agreements, policies, and procedures does not relieve Associate of its responsibility to comply 
with this Addendum, nor does CE’s (i) failure to detect or (ii) detection, but failure to notify 
Associate or require Associate’s remediation of any unsatisfactory  practices,  constitute 
acceptance of such practice or a waiver of CE’s enforcement rights under the Contract. 

q. Safeguards During Transmission. Associate shall be responsible for using  appropriate  
safeguards, including encryption of PHI, to maintain and ensure the confidentiality, integrity, and 
security of Protected Information transmitted pursuant to the Contract, in accordance with the 
standards and requirements of the HIPAA Rules. 

r. Restrictions and Confidential Communications. Within ten (10) business days of notice by CE of 
a restriction upon uses or disclosures or request for confidential communications pursuant to 45 
CFR §164.522, Associate will restrict the use or disclosure of an individual’s Protected 
Information. Associate will not respond directly to an individual’s requests to restrict the use or 
disclosure of Protected Information or to send all communication of Protected Information to an 
alternate address. Associate will refer such requests to the CE so that the CE can coordinate and 
prepare a timely response to the requesting individual and provide direction to Associate. 

 
3. Obligations of CE. 

a. Safeguards During Transmission. CE shall be responsible for using appropriate safeguards, 
including encryption of PHI, to maintain and ensure the confidentiality, integrity, and security  of 
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Protected Information transmitted pursuant to the Contract, in accordance with the standards and 
requirements of the HIPAA Rules. 

b. Notice of Changes. CE maintains a copy of its Notice of Privacy Practices on its website. CE  
shall provide Associate with any changes in, or revocation of, permission to use or disclose 
Protected Information, to the extent that it may affect Associate’s permitted or required uses or 
disclosures. To the extent that it may affect Associate’s permitted use or disclosure of PHI, CE 
shall notify Associate of any restriction on the use or disclosure of Protected Information that CE 
has agreed to in accordance with 45 CFR §164.522. 

 
4. Termination. 

a. Material Breach. In addition to any other provisions on the Contract regarding breach, a breach  
by Associate of any provision of this Addendum, as determined by CE, shall constitute a material 
breach of this Contract and shall provide grounds for immediate termination of this Contract by 
CE pursuant to the provisions of the Contract covering termination for cause, if any. If the 
Contract contains no express provisions regarding termination for cause, the following terms and 
conditions shall apply: 

1) Default. If Associate refuses or fails to timely perform any of the provisions of this 
Contract, CE may notify Associate in writing of the non-performance, and if not  
promptly corrected within the time specified, CE may terminate this Contract. Associate 
shall continue performance of this Contract to the extent it is not terminated and shall be 
liable for excess costs incurred in procuring similar goods or services elsewhere. 

2) Associate’s Duties. Notwithstanding termination of this Contract, and subject to any 
directions from CE, Associate shall take timely, reasonable, and necessary action to 
protect and preserve property in the possession of Associate in which CE has an interest. 

3) Compensation. Payment for completed supplies delivered and accepted by CE shall be at 
the Contract Price. In the event of a material breach under paragraph 4a, CE  may 
withhold amounts due Associate as CE deems necessary to protect CE against loss from 
third-party claims of improper use or disclosure and to reimburse CE for the excess costs 
incurred in procuring similar goods and services elsewhere. 

4) Erroneous Termination for Default. If after such termination it is determined, for any 
reason, that Associate was not in default, or that Associate’s action/inaction was 
excusable, such termination shall be treated as a termination for convenience, and the 
rights and obligations of the parties shall be the same as if this Contract had been 
terminated for convenience, as described in this Contract. 

 
b. Reasonable Steps to Cure Breach. If CE knows of a pattern of activity or practice of Associate 

that constitutes a material breach or violation of the Associate’s obligations under the provisions 
of this Addendum or another arrangement and does not terminate this Contract pursuant to 
Section 4(a), then CE shall take reasonable steps to cure such breach or end such violation. If 
CE’s efforts to cure such breach or end such violation are unsuccessful, CE shall either (i) 
terminate the Contract, if feasible or (ii) if termination of this Contract is not feasible, CE shall 
report Associate’s breach or violation to the Secretary of the Department of Health and Human 
Services. If Associate knows of a pattern of activity or practice of a Subcontractor or agent, that 
constitutes a material breach or violation of the Subcontractor’s or agent’s obligations under the 
written agreement between Associate and the Subcontractor or agent, Associate shall take 
reasonable steps to cure such breach or end such violation, if feasible. 

c. Judicial or Administrative Proceedings. Either party may terminate the Contract, effective 
immediately, if (i) the other party is named as a defendant in a criminal proceeding for a violation 
of the HIPAA Rules or other security or privacy laws or (ii) a finding or stipulation that the  other 
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party has violated any standard or requirement of the HIPAA Rules or other security or privacy 
laws is made in any administrative or civil proceeding in which the party has been joined. 

d. Effect of Termination. 

1) Except as provided in paragraph (2) of this subsection, upon termination of this Contract, 
for any reason, Associate shall return or destroy all Protected Information that Associate 
or its agents or Subcontractors still maintain in any form, and shall retain no copies of 
such Protected Information. If associate elects to destroy the PHI, Associate shall certify 
in writing to CE that such PHI has been destroyed. 

2) If Associate believes that returning or destroying the Protected Information is not  
feasible, Associate shall promptly provide CE notice of the conditions making return or 
destruction infeasible. Associate shall continue to extend the protections of Sections 2(a), 
2(b), 2(c), 2(d), and 2(e) of this Addendum to such Protected Information, and shall limit 
further use of such PHI to those purposes that make the return or destruction of such PHI 
infeasible. 

5. Injunctive Relief. CE shall have the right to injunctive and other equitable and legal relief against 
Associate or any of its Subcontractors or agents in the event of any use or disclosure of Protected 
Information in violation of this Contract or applicable law. 

 
6. No Waiver of Immunity. No term or condition of this Contract shall be construed or interpreted as a 

waiver, express or implied, of any of the immunities, rights, benefits, protection, or other provisions of  
the Colorado Governmental Immunity Act, CRS §24-10-101 et seq. or the Federal Tort Claims Act, 28 
USC §2671 et seq. as applicable, as now in effect or hereafter amended. 

 
7. Limitation of Liability. Any limitation of Associate’s liability in the Contract shall be inapplicable to the 

terms and conditions of this Addendum. 
 

8. Disclaimer. CE makes no warranty or representation that compliance by Associate with this Contract or 
the HIPAA Rules will be adequate or satisfactory for Associate’s own purposes. Associate is solely 
responsible for all decisions made by Associate regarding the safeguarding of PHI. 

 
9. Certification. To the extent that CE determines an examination is necessary in order to comply with CE’s 

legal obligations pursuant to the HIPAA Rules relating to certification of its security practices, CE or its 
authorized agents or contractors may, at CE’s expense, examine Associate’s facilities, systems, 
procedures, and records as may be necessary for such agents or contractors to certify to CE the extent to 
which Associate’s security safeguards comply with the HIPAA Rules or this Addendum. 

 
10. Amendment. 

a. Amendment to Comply with Law. The parties acknowledge that state and federal laws relating to 
data security and privacy are rapidly evolving and that amendment of this Addendum may be 
required to provide for procedures to ensure compliance with such developments. The parties 
specifically agree to take such action as is necessary to implement the standards and requirements 
of the HIPAA Rules and other applicable laws relating to the confidentiality, integrity, 
availability, and security of PHI. The parties understand and agree that CE must receive 
satisfactory written assurance from Associate that Associate will adequately safeguard all 
Protected Information and that it is Associate’s responsibility to receive satisfactory written 
assurances from Associate’s Subcontractors and agents. Upon the request of either party, the  
other party agrees to promptly enter into negotiations concerning the terms of an amendment to 
this Addendum embodying written assurances consistent with the standards and requirements of 
the HIPAA Rules or other applicable laws. CE may terminate this Contract upon thirty (30) days’ 
written notice in the event (i) Associate does not promptly enter into negotiations to amend this 
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Contract when requested by CE pursuant to this Section, or (ii) Associate does not enter into an 
amendment to this Contract providing assurances regarding the safeguarding of PHI that CE, in 
its sole discretion, deems sufficient to satisfy the standards and requirements of the HIPAA Rules. 

b. Amendment of Attachment B.2. Attachment B.2 may be modified or amended by mutual 
agreement of the parties in writing from time to time without formal amendment of this 
Addendum. 

11. Assistance in Litigation or Administrative Proceedings. Associate shall make itself, and any 
Subcontractors, employees, or agents assisting Associate in the performance of its obligations under the 
Contract, available to CE, at no cost to CE up to a maximum of thirty (30) hours, to testify as witnesses,  
or otherwise, in the event of litigation or administrative proceedings being commenced against CE, its 
directors, officers, or employees based upon a claimed violation of the HIPAA Rules or other laws 
relating to security and privacy or PHI, except where Associate or its Subcontractor, employee, or agent is 
a named adverse party. 

 
12. No Third-Party Beneficiaries. Nothing express or implied in this Contract is intended to confer, nor shall 

anything herein confer, upon any person other than CE, Associate, and their respective successors or 
assigns, any rights, remedies, obligations, or liabilities whatsoever. 

 
13. Interpretation and Order of Precedence. The provisions of this Addendum shall prevail over any 

provisions in the Contract that may conflict or appear inconsistent with any provision in this Addendum. 
Together, the Contract and this Addendum shall be interpreted as broadly as necessary to implement and 
comply with the HIPAA Rules. The parties agree that any ambiguity in this Contract shall be resolved in 
favor of a meaning that complies and is consistent with the HIPAA Rules. This Contract supersedes and 
replaces any previous separately executed HIPAA addendum between the parties. 

 
14. Survival of Certain Contract Terms. Notwithstanding anything herein to the contrary, Associate’s 

obligations under Section 4(d) (“Effect of Termination”) and Section 12 (“No Third-Party Beneficiaries”) 
shall survive termination of this Contract and shall be enforceable by CE as provided herein in the event 
of such failure to perform or comply by the Associate. This Addendum shall remain in effect during the 
term of the Contract including any extensions. 

 
15. Representatives and Notice. 

a. Representatives. For the purpose of the Contract, the individuals identified elsewhere in this 
Contract shall be the representatives of the respective parties. If no representatives are identified 
in the Contract, the individuals listed below are hereby designated as the parties’ respective 
representatives for purposes of this Contract. Either party may from time to time designate in 
writing new or substitute representatives. 

b. Notices. All required notices shall be in writing and shall be hand delivered or given by certified 
or registered mail to the representatives at the addresses set forth below. 

State/Covered Entity Representative Contractor/Business Associate Representative 
 

Name:    Name:   
Title:    Title:    
Department and Division:    Department and Division:     
Address:    Address:    
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ATTACHMENT B.3 – HIPPAA BAA ATTACHMENT 
 

This Attachment B.3 – HIPAA BAA Attachment is part of that certain contract, CMS # 154587 
(“Contract”), by and between Konica Minolta Business Solutions USA, Inc. (“Contractor”) and the 
State of Colorado acting by and through the Governor’s Office of Information Technology (“State” or 
“OIT”). In the event of a conflict or inconsistency between the Contract and its Exhibits and 
attachments, such conflict or inconsistency shall be resolved in the manner specified in §8 of the main 
body of the Contract. Any references to defined terms that are not specifically defined herein shall 
have the same meaning as those set forth in the Contract and its Exhibits. 

 
This Attachment sets forth additional terms to the HIPAA Business Associate Addendum, which is  
part of the Contract, and is effective as of the Effective Date of the Contract (the “Attachment 
Effective Date”). This Attachment may be amended from time to time. 

 
1. Additional Permitted Uses. In  addition to those purposes set forth in the Addendum, Associate  

may use Protected Information as follows:        N/A  

2. Additional Permitted Disclosures. In addition to those purposes set forth in the Addendum, 
Associate may disclose Protected Information as follows:  N/A  

3. Subcontractor(s). The parties acknowledge that the following subcontractors or agents of  
Associate shall receive Protected Information in the course of assisting Associate in the 
performance of its obligations under this Contract:  Refer  to  Exhibit  C  of   the   Master 
Agreement  

4. Receipt. Associate’s receipt of Protected Information pursuant to this Contract shall be deemed to 
occur as follows, and Associate’s obligations under the Addendum shall commence with respect to 
such PHI upon such receipt:        Ongoing throughout life of contract  

5. Additional Restrictions on Use of Data. CE is a Business Associate of certain other Covered 
Entities and, pursuant to such obligations of CE, Associate shall comply with the following 
restrictions on the use and disclosure of Protected Information:      N/A  

6. Additional Terms. [This section may include specifications for disclosure format, method of 
transmission, use of an intermediary, use of digital signatures or PKI, authentication, additional 
security of privacy specifications, de-identification or re-identification of data and other additional 
terms.]  N/A  
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ATTACHMENT B.4 – FEDERAL BUREAU OF INVESTIGATION CRIMINAL JUSTICE 
INFORMATION SERVICES SECURITY ADDENDUM 

 

Legal Authority for and Purpose and Genesis of the 
Security Addendum 

Traditionally, law enforcement and other criminal justice agencies have been responsible for the confidentiality 
of their information. Accordingly, until mid-1999, the Code of Federal Regulations Title 28, Part 20, subpart C, 
and the National Crime Information Center (NCIC) policy paper approved December 6, 1982, required that the 
management and exchange of criminal justice information be performed by a criminal justice agency or, in 
certain circumstances, by a noncriminal justice agency under the management control of a criminal justice 
agency. 

 
In light of the increasing desire of governmental agencies to contract with private entities to perform 
administration of criminal justice functions, the FBI sought and obtained approval from the United States 
Department of Justice (DOJ) to permit such privatization of traditional law enforcement functions under certain 
controlled circumstances. In the Federal Register of May 10, 1999, the FBI published a Notice of Proposed 
Rulemaking, announcing as follows: 

 
1. Access to CHRI [Criminal History Record Information] and Related Information, Subject to 

Appropriate Controls, by a Private Contractor Pursuant to a Specific Agreement with an Authorized 
Governmental Agency To Perform an Administration of Criminal Justice Function (Privatization). Section 534 
of title 28 of the United States Code authorizes the Attorney General to exchange identification, criminal 
identification, crime, and other records for the official use of authorized officials of the federal government, the 
states, cities, and penal and other institutions. This statute also provides, however, that such exchanges are 
subject to cancellation if dissemination is made outside the receiving departments or related agencies. Agencies 
authorized access to CHRI traditionally have been hesitant to disclose that information, even in furtherance of 
authorized criminal justice functions, to anyone other than actual agency employees lest such disclosure be 
viewed as unauthorized. In recent years, however, governmental agencies seeking greater efficiency and 
economy have become increasingly interested in obtaining support services for the administration of criminal 
justice from the private sector. With the concurrence of the FBI's Criminal Justice Information Services (CJIS) 
Advisory Policy Board, the DOJ has concluded that disclosures to private persons and entities providing support 
services for criminal justice agencies may, when subject to appropriate controls, properly be viewed as 
permissible disclosures for purposes of compliance with 28 U.S.C. 534. 

 
We are therefore proposing to revise 28 CFR 20.33(a)(7) to provide express authority for such 

arrangements. The proposed authority is similar to the authority that already exists in 28 CFR 20.21(b)(3) for 
state and local CHRI systems. Provision of CHRI under this authority would only be permitted pursuant to a 
specific agreement with an authorized governmental agency for the purpose of providing services for the 
administration of criminal justice. The agreement would be required to incorporate a security addendum 
approved by the Director of the FBI (acting for the Attorney General). The security addendum would  
specifically authorize access to CHRI, limit the  use of the information to the  specific  purposes for  which it     
is being provided, ensure the security  and confidentiality of  the information consistent with applicable laws   
and regulations, provide for sanctions, and contain such other  provisions as  the  Director  of  the FBI (acting  
for the Attorney General) may require. The  security  addendum,  buttressed  by  ongoing  audit  programs  of 
both the FBI and the sponsoring governmental agency, will provide an appropriate  balance  between  the 
benefits of privatization, protection of individual privacy  interests,  and  preservation  of  the security  of  the 
FBI's  CHRI  systems. 

 
The FBI will develop a security addendum to be made available to interested governmental 

agencies. We anticipate that the security addendum will include physical and personnel security constraints 



DocuSign Envelope ID: 5EBA4850-816D-44D8-AD0C-F5CB8208E9F3 

CMS # 154587 

Page 51 of 71 

 

 

 
 

historically required by NCIC security practices and other programmatic requirements, together with 
personal integrity and electronic security provisions comparable to those in NCIC User Agreements 
between the FBI and criminal justice agencies, and in existing Management Control Agreements between 
criminal justice agencies and noncriminal justice governmental entities. The security addendum will make 
clear that access to CHRI will be limited to those officers and employees of the private contractor or its 
subcontractor who require the information to properly perform services for the sponsoring governmental 
agency, and that the service provider may not access, modify, use, or disseminate such information for 
inconsistent or unauthorized purposes. 

 

Consistent with such intent, Title 28 of the Code of Federal Regulations (C.F.R.) was amended to 
read: 

 

§ 20.33 Dissemination of criminal history record information. 
 

a) Criminal history record information contained in the Interstate Identification Index (III) System 
and the Fingerprint  Identification  Records System (FIRS) may be made available: 

 
1) To criminal justice agencies for criminal justice purposes, which purposes include the 

screening of employees or applicants for employment hired by criminal justice 
agencies. 

2) To noncriminal justice governmental agencies performing criminal justice dispatching 
functions or data processing/information services for criminal justice agencies; and 

3) To private contractors pursuant to a specific agreement with an agency identified in 
paragraphs (a)(l) or (a)(6) of this section and for the purpose of providing services for 
the administration of criminal justice pursuant to that agreement. The agreement must 
incorporate a security addendum approved by the Attorney General of the United 
States, which shall specifically authorize access to criminal history record information, 
limit the use of the information to the purposes for which it is provided, ensure the 
security and confidentiality of the information consistent with these regulations, 
provide for sanctions, and contain such other provisions as the Attorney General may 
require. The power and authority of the Attorney General hereunder shall be exercised 
by the FBI Director (or the Director's designee). 

 
This Security Addendum, appended to and incorporated by reference in a government-private 

sector contract entered into for such purpose, is intended to insure that the benefits of privatization are not 
attained with any accompanying degradation in the security of the national system of criminal records accessed 
by the contracting private party. This Security Addendum addresses both concerns for personal integrity and 
electronic security which have been addressed in previously executed user agreements and management control 
agreements. 

 
A government agency may privatize functions traditionally performed by criminal justice agencies 

(or noncriminal justice agencies acting under a management control agreement), subject to the terms of this 
Security Addendum. If privatized, access by a private contractor's personnel to NCIC data and other CJIS 
information is restricted to only that necessary to perform the privatized tasks consistent with the government 
agency's function and the focus of the contract. If privatized the contractor may not access, modify, use or 
disseminate such data in any manner not expressly authorized by the government agency in consultation with the 
FBI. 
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FEDERAL BUREAU OF INVESTIGATION 
CRIMINAL JUSTICE INFORMATION SERVICES 

SECURITY ADDENDUM 
 

The goal of this document is to augment the CJIS Security Policy to ensure adequate security is 
provided for criminal justice systems while (1) under the control or management of a private entity or (2) 
connectivity to FBI CHS Systems has been provided to a private entity (contractor). Adequate security is 
defined in Office of Management and Budget Circular A-130 as "security commensurate with the risk and 
magnitude of harm resulting from the loss, misuse, or unauthorized access to or modification of 
information." 

 
The intent of this Security Addendum is to require that the Contractor maintain a security program 

consistent with federal and state laws, regulations, and standards (including the CJIS Security Policy in 
effect when the contract is executed), as well as with policies and standards established by the Criminal 
Justice Information Services (CJIS) Advisory Policy Board (APB). 

 
This Security Addendum identifies the duties and responsibilities with respect to the installation 

and maintenance of adequate internal controls within the contractual relationship so that the security and 
integrity of the FBI's information resources are not compromised. The security program shall include 
consideration of personnel security, site security, system security, and data security, and  technical  
security. 

 
The provisions of this Security Addendum apply to all personnel, systems, networks and support 

facilities supporting and/or acting on behalf of the government agency. 
 

1. Definitions 

1.1. Contracting Government Agency (CGA) - the government agency, whether a Criminal Justice 
Agency or a Noncriminal Justice Agency, which enters into an agreement with a private 
contractor subject to this Security Addendum. 

 
1.2. Contractor - a private business, organization or individual which has entered into an agreement 

for the administration of criminal justice with a Criminal Justice Agency or a Noncriminal 
Justice Agency. 

 
2. Responsibilities of the Contracting Government Agency 

2.1. The CGA will ensure that each Contractor employee receives a copy of the Security  
Addendum and the CHS Security Policy and executes an acknowledgment of such receipt and 
the contents of the Security Addendum. The signed acknowledgments shall remain in the 
possession of the CGA and available for audit purposes. The acknowledgement may be signed 
by hand or via digital signature (see glossary for definition of digital signature). 

 
3. Responsibilities of the Contractor 

3.1. The Contractor will maintain a security program consistent with federal and state laws, 
regulations, and standards (including the CJIS Security Policy in effect when the contract is 
executed and all subsequent versions), as well as with policies and standards established by the 
Criminal Justice Information Services (CJIS) Advisory Policy Board (APB). 

 
4. Security Violations 

4.1. The CGA must report security violations to the CHS Systems Officer (CSO) and the Director, 
FBI, along with indications of actions taken by the CGA and Contractor. 
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4.2. Security violations can justify termination of the appended agreement. 
 

4.3. Upon notification, the FBI reserves the right to: 
a. Investigate or decline to investigate any report of unauthorized use; 

b. Suspend or terminate access and services, including telecommunications links. The FBI 
will provide the CSO with timely written notice of the suspension. Access and services 
will be reinstated only after satisfactory assurances have been provided to the FBI by 
the CJA and Contractor. Upon termination, the Contractor's records containing CHRI 
must be deleted or returned to the CGA. 

 
5. Audit 

5.1. The FBI is authorized to perform a final audit of the Contractor's systems after termination of 
the Security Addendum. 

 
6. Scope and Authority 

6.1. This Security Addendum does not confer, grant, or authorize any rights, privileges, or 
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and 
FBI. 

 
6.2. The following documents are incorporated by reference and made part of this agreement: (1) 

the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS Security Policy; 
and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also subject to  
applicable federal and state laws and regulations. 

 
6.3. The terms set forth in this document do not constitute the sole understanding by and between 

the parties hereto; rather they augment the provisions of the CHS Security Policy to provide a 
minimum basis for the security of the system and contained information and it is understood 
that there may be terms and conditions of the appended Agreement which impose more 
stringent requirements upon the Contractor. 

 
6.4. This Security Addendum may only be modified by the FBI, and may not be modified by the 

parties to the appended Agreement without the consent of the FBI. 

6.5. All notices and correspondence shall be forwarded by First Class mail to: 

Assistant Director 
Criminal Justice Information Services Division, FBI 
1000 Customer Hollow Road 
Clarksburg, West Virginia 26306 
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FEDERAL BUREAU OF INVESTIGATION 
CRIMINAL JUSTICE INFORMATION SERVICES 

SECURITY ADDENDUM 
 
 

CERTIFICATION 
 

I hereby certify that I am familiar with the contents of (1) the Security Addendum, including its legal 
authority and purpose; (2) the NCIC Operating Manual; (3) the CJIS Security Policy; and (4) Title 28, Code of 
Federal Regulations, Part 20, and agree to be bound by their provisions. 

 
I recognize that criminal history record information and related data, by its very nature, is sensitive 

and has potential for great harm if misused. I acknowledge that access to criminal history record 
information and related data is therefore limited to the purpose(s) for which a government agency has 
entered into the contract incorporating this Security Addendum. I understand that misuse of the system by, 
among other things: accessing it without authorization; accessing it by exceeding authorization; accessing 
it for an improper purpose; using, disseminating or re-disseminating information received as a result of this 
contract for a purpose other than that envisioned by the contract, may subject me to administrative and 
criminal penalties. I understand that accessing the system for an appropriate purpose and then using, 
disseminating or re-disseminating the information received for another purpose other than execution of the 
contract also constitutes misuse. I further understand that the occurrence of misuse does not depend upon 
whether or not I receive additional compensation for such authorized activity. Such exposure for misuse 
includes, but is not limited to, suspension or loss of employment and prosecution for state and federal 
crimes. 

 
 
 

  _  _     
Printed Name/Signature of Contractor Employee    Date 

 
 

  _  _     
Printed Name/Signature of Contractor Representative   Date 

 
 

  _  _     
Organization and Title of Contractor Representative   Date 
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EXHIBIT C, STATEMENT OF WORK 

1. GOODS AND/OR SERVICES 
Contractor shall provide Goods and Services per §4, Statement of Work, of the Master Agreement, 
contract # 140597, or as otherwise indicated in §3, State Modifications to Master Agreement and 
Applicability, of the Participating Addendum. 

2. OTHER PROJECT REQUIREMENTS 
A. Delivery of Goods and Performance of Services 

i. Contractor shall provide all Goods and perform all Services described in each Order. 
ii. Unless specifically agreed to otherwise in an Order, Contractor shall deliver all Goods 

under an Order in good, working and undamaged condition. All Goods shall be free  
on board (“F.O.B.”) destination to the location specified in the Order. 

iii. If a good in an Order is out of stock, Contractor may only provide a substitute good if 
it has notified the Purchasing Entity for that Order, in writing, that the good is out of 
stock and has received the Purchasing Entity’s approval to provide the substitute  
good. Purchasing Entities may request additional information  comparing  the 
substitute good with the original good in the Purchasing Entity’s sole discretion. 

B. Additional Terms 
Any additional terms and conditions on any invoice, statement, Contractor time sheet, 
website, electronic license or use agreement or any other form, including, without 
limitation, terms regarding indemnification, limitation of liability, cancellation fees, choice 
of law and binding arbitration shall be void and unenforceable except to the extent that they 
are specifically included in this Participating Addendum or an Order. The signature of any 
employee of a Purchasing Entity on any such form shall be effective to establish receipt of 
Goods or completion of Services and shall not make any term of that form enforceable. 
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EXHIBIT D, PRICE LISTS 
 
 

1. Contractor has been awarded the following categories: 

• Group A – MFD, A3 
• Group B – MFD, A4 
• Group C – Production Equipment 
• Group D – Single-function Printers 
• Group E – Large/Wide Format Equipment 
• Group F – Scanners 
• Managed Print Services (MPS) 

 
2. The price lists are located on the State’s dedicated contract website, and are incorporated into this 

Participating Addendum by reference. Changes in product and pricing must be approved by the 
Lead State and shall be effective when published on the dedicated state website. 

 
3. Pricing 

The price lists contain Ceiling Prices. Contractor may offer lower prices to Purchasing Entities, and 
Purchasing Entities may negotiate lower prices with Contractor, without the review or approval of 
the State. Contractor shall not allow an Authorized Dealer to charge an amount greater than the 
Ceiling Price for any Order. 
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ATTACHMENT 1, KONICA EQUIPMENT LEASE AND RENTAL FORM 
 

Konica Minolta Business Solutions USA, Inc. 
Attn: 
Address NASPO ValuePoint Master Agreement Number: 140597 
Address State of Colorado Participating Addendum Number: 154587 

 
 

 
C

U
ST

O
M

ER
 

IN
FO

R
M

AT
IO

N
 

Full Legal Name of Purchasing Entity Phone Number 

  
Billing Address Purchase Order/Requisition Number: 

  
City State Zip Send Invoice to Attention of: 

  
 

EQ
U

IP
M

EN
T 

IN
FO

R
M

AT
IO

N
 (u

se
 

se
pa

ra
te

 fo
rm

 fo
r e

ac
h 

un
iq

ue
 e

qu
ip

m
en

t o
rd

er
) Quantity Equipment Make Model No. Serial Number Description w/Accessories (attach Schedule if necessary) 

     

Equipment Location  (if different than billing) City State Zip 

 
Delivery Contact Phone Number email Address 

 
 

 
PA

YM
EN

T 
 IN

FO
R

M
AT

IO
N

 

Term (check one) New Coterminous If Coterminous, Original Purchase Order/Req  Number:  __    __    __    __    __    __  

 
Lease or Rental Type (check one) FMV Lease $1 Buyout Lease Straight Lease Cancellable Rental 

 
Does this Lease include an upgrade/downgrade of a 
Device with a remaining lease or rental balance? 

 
Yes No If Yes, Amount:  $ _    __    __    __    __    __ 

(Attach Schedule with Equipment information) 

Does this Lease include a trade in or a third party 
buyout? 

 
Yes No 

 
If Yes, Serial Number of Device: 

 
 

Term in 
Months 

 
Equipment 
Payment 

 
 
 

PLUS 

 
Maintenance 

Payment 

 
 
 

EQUALS 

Total B&W Impressions Color Impressions 

Payment 
Monthly Copy 

Allowance 
Overage Rate Monthly Copy 

Allowance 
Overage Rate 

        

 
Note: Konica Minolta Leasing and Rental information, including Terms & Conditions, are in the State of Colorado Master Agreement, Contract # 
140597. Signature of this form by both Parties constitutes binding acceptance to ALL terms and conditions in the Master Agreement (unless otherwise 
amended in the Colorado Participating Addendum), and ALL terms and conditions in the Participating Addendum. 

 
AU

TH
O

R
IZ

ED
 

C
U

ST
O

M
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G
N

AT
U

R
E 

 
 

Printed Name 

Title 

 

Signature 

 
 

Date AC
C

EP
TE

D
 B

Y 
KO

N
IC

A 
M

IN
O

LT
A 

BU
SI

N
ES

S 
SO

LU
TI

O
N

S 
U

SA
, I

N
C

. 

 
 

Printed Name 

Title 

Signature 

 

Date 
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ATTACHMENT 2, KONICA SAMPLE MPS STATEMENT OF WORK 
 

NASPO ValuePoint 
MPS Statement of Work 

Contract Number 154587 
With the State of Colorado 

 
 

Agency/Customer:  Contractor:  

Contact Name:  Contact Name:  

Address:  Address:  

Email:  Email:  

Phone:  Phone:  

Fax:  Fax:  

  
Contractor website: 

 

Print Assessment Date:  Period of 
Performance: 

 

Statement of Work must incorporate the following documents: 

NASPO ValuePoint Master Agreement # 140597 [Imbed document here] 

Participating Addendum # 154587 [Imbed document here] 

Contractor’s Print Assessment [Imbed document here] 

 
 

1. Introduction 
Konica Minolta is pleased to provide your organization with a comprehensive managed print services (MPS) 
Scope of Services. The Professional Services we provide are based on our Consult - Implement - Manage 
methodology in  alignment  to  your desired  business outcomes. Using our defined  process, we are committed 
to delivering a program that will benefit your   company. 

Our program is designed to help manage your existing print devices and establish a future print  strategy that  
will evolve with your business   needs. 

This Scope document serves to define all tasks, responsibilities, products, services, and scheduling required to 
complete this project. The intent of this document is to insure that each party understands the parameters of the 
project and to insure that proper expectations are met. 

Please examine all aspects of this document prior to signing it. It will be the baseline for the project. Any further 
revisions to the scope of the project will be made as a written Addendum to this Statement of Work. Addendums 
may require further negotiations prior to implementation. Each Addendum should be completed individually and 
signed prior to performing any work. 
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This Statement of Work is subject to the terms and conditions of the Participating Addendum 154587, including 
terms and conditions incorporated via NASPO ValuePoint Master Agreement 140597. Terms that apply to this 
Statement of Work include but are not limited to Data Security, Data Breach, Equipment Guarantees, 
Performance Penalties, and Payment 

2. Overview 
The key to right-sizing printer and multifunction copier fleets is a thorough assessment of the current installed 
base. Accurate measurement of the current print operations using the suite of Konica Minolta managed print 
tools, as well as on-site consultations, will allow Konica Minolta Business Solutions to begin the MPS program in 
your company. Installation of the Konica Minolta Service Tag, in combination with device mapping, will begin  
the Interviews and will help illustrate current and projected solutions to achieve device reduction. 

Konica Minolta Business Solutions will conduct a print assessment of overall device fleet in the selected 
locations, utilizing a combination of comprehensive software tools and a manual walk-through of the location. 
The data collected during this phase will be used to determine ongoing right-sizing recommendations validated 
as via data collected from actual printer activity. 

 
Customer shall bear all risk of theft, loss or damage not caused by KMBS employees or agents, to the 
installation of the Vendor Solution Product and all updates, upgrades and patches to be installed under this 
Statement of Work. 

 
NO PARTY SHALL BE LIABLE FOR CONSEQUENTIAL, EXEMPLARY, SPECIAL, INDIRECT OR PUNITIVE 
DAMAGES OR ANY LOSS OF PROFIT, REVENUE, DATE OR GOODWILL, WHETHER INCURRED OR 
SUFFERED AS A RESULT OF THE USE OF THE PRODUCTS OR SERVICES PROVIDED UNDER THIS 
AGREEMENT, EVEN IF IT HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 

 
3. Objectives 
Konica Minolta Business Solutions will perform asset tagging, floor mapping, site surveys and needs analysis to 
help you implement the best solution to meet your requirements, while maximizing your financial resources. 
Once the program is operational, Konica Minolta will provide daily monitoring, maintenance and service for your 
fleet of print devices allowing your staff to spend more time on core business functions and strategic initiatives. 
Periodic account reviews (PAR) will be scheduled to review program operations, reports, strategy and long-term 
improvements. 

4. Installation 
Konica Minolta will begin the program implementation process, which includes: 

 Validating your devices on contract 
 Set-up/expansion (as required) of the Consult App for proactive device management 
 Establishing and initializing automatic system processes (Auto toner delivery) 
 Tagging your devices with a Konica Minolta asset tag for program identification 
 Walkthrough and Fleet Mapping 
 Development of a program communication plan for staff 

 
There will be minimal disruption of day-to-day operations as our team performs the walkthrough and mapping of 
devices. However, escorts and business process leaders may be requested to assist in facilitating this process. 
Equipped with current floor plans and device lists, each team member will accurately map device to the plans. 
Departments will be identified, allowing for pooling of like printing requirements. Devices such as printers, fax 
machines and all-in-ones that are not connected to the customer’s network will be added to the mapping 
documents. This mapping is a key component in the MPS program success and critical in collecting 
requirements for multifunction features. 

5. Exclusions 
The following areas are not included in the scope of this Statement of Work: 

 Any configuration or training outside of the scope of this document. 
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 Any systems testing due to environment changes. 
 Any onsite training or configuration after project is completed. 
 Any additional on-site technical support not specified in this document. 
 Customer is responsible for the hardware installation and training environment needed for a successful 

implementation. 
 Support for any configuration outside of this recommendation with respect to high availability, and 

failover features. 
 

6. Requirements: 
KMBS assumes that the Customer will have a standard network topology with connectivity already installed for 
all servers and workstations, printing established to the Konica Minolta Bizhub(s), as well as network 
connectivity for all printing and scanning output devices included in this Statement of Work. 

Site Accessibility: 
 Network Accessibility 

KMBS assumes that the Customer’s network will be accessible for any additional installation or expansion of the 
Consult application, and that the Customer’s Network Administrators will be available on site or via remote access. 

 Floor Maps provided to Konica Minolta team to prior to the tagging and walkthrough 
KMBS assumes all mapping is provided in advance to ensure a full and proper assessment is performed. 

 Complete IP schema provided as part of the ongoing MPS program the list can be reduced to include only nodes 
associated with the output devices. 

 Availability of Customer’s Network IT support while on site 
KMBS assumes that the Customer’s Network support personnel will be available to verify and assist in any 
network connectivity troubleshooting should any data collection issues arise, before, during and after installation. 

 Customer will provide a person designated as the MPS Administrator during the installation and setup phase. 
During the tagging and mapping phase. Following this phase of the program, this individual will be the resident 
SME (Subject Matter Expert). 

 

7. Completion Criteria 
This Statement of Work / Project shall be deemed complete when all of the requirements detailed in Appendix A 
have been met. At which point the customer shall sign and return the Certificate of Acceptance (COA). Should 
there be a failure to obtain a signed COA from the customer, within 5 days of the completed requirements as 
outlined in Appendix A, and there not being any customer communication regarding outstanding concerns or 
issues, then this project shall be deemed completed and closed by all parties. 

 

8. Post-Sales Support 
The KMBS Digital Solution Center provides Tier 1 (one) product support for issues with the Software Solution for 
the duration of the active software maintenance and services contract. This includes repairs required and 
remedied by patches and incremental upgrades. This does not include support based upon customer 
environment changes that impact the software solution, nor to modification of the software workflow beyond the 
original scope or after the implementation project is complete. 

 
Submitting Solutions Support Requests 

 
Contact 
Option Point of Contact Notes 

WEB http://www.MyPrintJobs.com/Support Best for application administrators and 
power users who are familiar with the 
application and the operating environment. E-Mail SolutionsSupport@KMBS.KonicaMinolta.us 

 
Self Help 

 
http://kmbs.konicaminolta.us 

From this link, click “Find Support” located 
in the top banner. Several options will be 
revealed, such as: Driver downloads, User 
Guides and Self-Help Product Support. 

http://www.myprintjobs.com/Support
mailto:SolutionsSupport@KMBS.KonicaMinolta.us
http://kmbs.konicaminolta.us/
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Telephone 

 
800-456-5664 

Appropriate for MFP and routine use 
situations. Recommended for single user 
assistance instead of issues impacting the 
application. 

Operating 
Hours 8:00 A.M. – 8:00 P.M. (EST) Monday through Friday. Standard 

company holidays are observed. 
 

9. Reasonable Effort 
It is the responsibility of both Konica Minolta and the customer to make every effort to complete this project 
within agreed upon timelines. Should, after ninety (90) days from date of acceptance, the project not be 
completed or have reasonably advanced, due to customer non-response or delays, Konica Minolta reserves the 
right to cancel this agreement. 

 
10. Project Timetable / Phase (Proposed) 

 

Milestones Target Completion 
  
  
  
  
  
  
  
  
  
  

 
11. Acceptance of Statement of Work 
Please carefully review this document. KMBS will ONLY be authorized to perform work that is specifically listed 
in this Statement of Work. Any additional work will need to be scheduled as a future call. Any additional requests 
or revisions to this Statement of Work must be recorded by an amendment to this Statement of Work and will be 
billed accordingly, based upon the KMBS hourly service rate, per the Master Agreement price list. 

To accept this Statement of Work, please sign & date above where indicated. No additional service call can 
begin until this Statement of Work is complete. Please keep original at your location. At the completion of the 
Statement of Work, a copy will be returned to you. 

 
12. Project Changes 
Only members of the KMBS & Customer project teams may be authorized to discuss any modifications or 
addenda to this Statement of Work.  Please see Appendix C for details and the Change Order Request Form. 

 
13. Project Team 

Customer Contacts: (key people to work with) 
Company Name  

Name Title/ Department Phone Email Address 
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IT Contact Information In House IT Department: Yes     No    

    
    

 

KMBS Contacts: (at least one sales rep) 
Name Title Phone Email Address 

    
    
    
    

 
 
 
 

Customer 
Signature: 

  

Name:  Title: 

Company:  Date: 

 
 

 
 

KM 
Signature: 

  

(Authorized Signatures: Business Solutions Consultant or Director of Professional Services) 

Name:  Title: 

Company: Konica Minolta Business Solutions, U.S.A., Inc. Date: 
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ATTACHMENT 3, KONICA SITE AGREEMENT 
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ATTACHMENT 4, KONICA MFP HARD DRIVE SECURE DISPOSAL TERMS 
AND CONDITIONS 

 
The following terms and conditions apply to the 
provision of hard drive disposal services by Konica 
Minolta Business Solutions U.S.A., Inc. (“KMBS”) to 
Customer during the term of this Agreement: 

 
1. OVERVIEW: This service is provided in connection 
with the “Statement of Work for KMBS MFP Hard  
Drive Secure Disposal Service” entered into between 
Customer and KMBS. 

2. PAYMENT: Payment is due within thirty (30) days 
from the date of the invoice. Should the customer fail to 
make any payment due hereunder, or be or become 
insolvent or be a party to or acquiesce in any bankruptcy 
or receivership proceeding or any similar action affecting 
the affairs or property of Customer, or violate any aspect 
of this Agreement, KMBS may (1) refuse to continue to 
provide the service, or (2) furnish service on a  time, 
travel and material basis, without prejudice to any other 
remedies KMBS may have. NO CASH PAYMENTS 
ACCEPTED. Accepted manners of payment are by 
major credit card or checks made payable to KMBS. 

3. SITE PREPARATION & ACCESS: Customer shall 
ensure that equipment is placed in an environment that 
conforms with the manufacturer's specifications and 
requirements. Customer shall provide KMBS' personnel 
with free and full access to the equipment and any 
necessary operating time for the purposes of furnishing 
the hard drive disposal services. Customer shall arrange 
and insure that one of its employees is present at  all 
times when KMBS personnel perform the hard drive 
disposal services. 

4. LIMITS TO SCOPE OF SERVICE: KMBS 
reserves the right to refuse to provide the hard drive 
disposal services if, in its opinion, the condition or 
location of the equipment creates an unreasonable risk to 
KMBS or KMBS’s technicians. KMBS is not liable for 
any failure or delay in performance due to any cause 
beyond its control. 

5. ADDITIONAL EQUIPMENT: No hard drive 
disposal services for additional or substituted equipment 
will be provided by KMBS until it is accepted by KMBS 
in writing. 

6. SERVICE INCLUDED: KMBS’ obligations under 
this Agreement is to provide the hard drive data 
protection service selected on the Konica Hard Drive 
Disposal Options Form, upon Customer’s scheduling of  
a service date with KMBS. Services included in each of 
the respective hard drive exchange or data sanitization 
services are detail in the statement of work attached 
hereto.   Unless   otherwise   indicated,   normal business 

hours are 8:00 a.m. to 5:00 p.m., Monday through 
Friday, exclusive of holidays observed by KMBS. 
Overtime charges, at KMBS' then current Master 
Agreement rates, will be charged for all  services 
provided outside normal business hours at Customer’s 
request. 

7. PROJECT SCHEDULING: Customer shall contact 
KMBS and schedule a service data. If KMBS cannot 
provide the services by the service date requested,  
KMBS will notify customer of the earliest possible date 
in which the services can be rendered. KMBS shall not 
be liable for any claims, damages, fees, penalties, or third 
party late charges directly or indirectly related to KMBS 
being unable to schedule the services due to Customer  
not providing sufficient notice that such services were 
needed. 

8. SELLER'S AGENTS: Customer acknowledges that  
it has been advised that no employee, representative or 
agent of KMBS has any authority to bind KMBS to any 
affirmation, promise, representation, or warranty 
concerning any of the equipment or services. Unless an 
affirmation, promise, representation, or warranty is 
specifically set forth in this Agreement it does not form a 
basis of this bargain and shall not be enforceable against 
KMBS. 

9. LIMITS ON DATA WIPE: KMBS makes no 
recommendations regarding the Customer’s data removal 
requirements or representations regarding the 
effectiveness of one method of data removal over 
another. 

10. ASSIGNMENT: Customer may not assign this 
Agreement, without KMBS’ express written consent. In 
the event that KMBS assigns or subcontracts any of its 
obligations under this Agreement, KMBS shall remain 
primarily responsible to perform those obligations. 
KMBS may assign, with notice, any of its rights under 
this Agreement. 

11. NOTICES: All notices required to be given under 
this  Agreement shall be in writing and shall be sent    by 
U.S. first class mail to the parties as follows: To 
Customer at the address listed on the front of this 
Agreement and to KMBS, at 100 Williams Drive, 
Ramsey, NJ 07446, Attention: Office of Direct 
Administration. 

12. RISK OF LOSS: While the equipment is in the 
Customer’s possession, Customer shall bear all risk of 
theft, loss or damage not caused by KMBS employees or 
agents, to all equipment to which hard drive disposal 
services are provided under this Agreement. 
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13. WARRANTY: KMBS WARRANTS THAT THE 
SERVICES SHALL BE PROVIDED IN A 
PROFESSIONAL AND WORKMANLIKE MANNER. 
KMBS MAKES NO OTHER WARRANTIES 
WHATSOEVER EXPRESS OR IMPLIED WITH 
REGARD TO THE HARD DRIVE DISPOSAL 
SERVICE AND EXPRESSLY EXCLUDES ALL 
IMPLIED WARRANTIES OF MERCHANTABILITY 
AND FITNESS FOR A PARTICULAR PURPOSE. 

14. REMEDY LIMITATIONS: THE PARTIES 
WAIVE THEIR RESPECTIVE RIGHTS TO SPECIAL, 
CONSEQUENTIAL, EXEMPLARY,  INCIDENTAL 
OR PUNITIVE DAMAGES FOR ANY PROVEN 
BREACH OF THIS AGREEMENT (INCLUDING 
WARRANTY). THE PARTIES DO RESERVE THE 
RIGHT TO RECOVER CONTRACT DAMAGES 
ALLOWED VIA THIS AGREEMENT. IF THE 
CUSTOMER ELECTS AN AS-IS DISPOSAL OPTION, 
PER SECTION 4.6.5(b)(i) OF THE MASTER 
AGREEMENT, THEN KMBS' LIABILITY UNDER 
THIS AGREEMENT IS LIMITED TO THE COVER 
DAMAGES ON THE COST OF ALTERNATE HARD 
DRIVE DISPOSAL SERVICES AND/OR THE PRICE 
OF THE HARD DRIVE. IF THE CUSTOMER TAKES 
POSSESSION OF THE HARD DRIVE, PER SECTION 
4.6.5(b)(iii) OF THE MASTER AGREEMENT, KMBS 
SHALL NOT BE LIABLE FOR ANY DAMAGES, 
INCLUDING BUT NOT LIMITED TO, DAMAGES 
DUE TO LOSS, CORRUPTION, DISCLOSURE OR 
USE OF DATA OR INFORMATION OF ANY KIND. 
LOSS OF OR DAMAGE TO REVENUE, PROFITS OR 
GOODWILL, DAMAGES DUE TO NON- 
COMPLIANCE WITH THIRD PARTY 
REQUIREMENTS, DAMAGES DUE TO ANY 
INTERRUPTION OF BUSINESS, DAMAGE TO 
CUSTOMER’S COMPUTERS OR NETWORKS, 
EVEN IF KMBS HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES. IF KMBS 
PROVIDES IN-PLACE DATA, PER SECTION 
4.6.5(b)(ii) OF THE MASTER AGREEMENT, AND 
BIZHUB SECURE IN INSTALLED AND 
MAINTAINED ON THE EQUIPMENT DURING THE 
TERM OF THE AGREEMENT, THEN THE 
LIMITATION OF LIABILITY SHALL APPLY ONLY 
IN EXCESS OF ANY INSURANCE TO BE 
MAINTAINED UNDER SECTION 12 OF EXHIBIT  A 

 
TO THE PARTICIPATING ADDENDUM, AND NO 
INSURANCE POLICY SHALL BE INTERPRETED  
AS BEING SUBJECT TO ANY LIMITATIONS OF 
LIABILITY OF THIS AGREEMENT. 

15. APPLICABLE LAW: This Agreement shall be 
governed by the laws of the State of Colorado without 
regard to choice of law principles. Customer further 
agrees to litigate any dispute concerning this matter in  
the courts of the State of Colorado, consents to 
jurisdiction in that forum and waives the right to jury 
trial. 

16. FORCE MAJEURE: Neither party shall be 
responsible for delays or failure in performance of this 
Agreement to the extent that such party was hindered in 
its performance by any act of God, civil  commotion, 
labor dispute, or any other occurrence beyond its 
reasonable control. 

17. WAIVER & SEVERABILITY: Failure by KMBS 
to enforce any provisions of this Agreement or any rights 
hereunder, or failure to exercise any election provided  
for herein, shall in no way be considered a waiver of 
such provisions, rights, or elections, or in any way affect 
the party’s right to later enforce or exercise the same or 
other provisions, rights, or elections it may have under 
this Agreement. If any provision of this Agreement shall 
be unlawful, void or for any reason unenforceable, then 
that provision shall be deemed severable from this 
Agreement and shall not affect the validity and 
enforceability of the remaining provisions of this 
Agreement. 

18. ORIGINAL DOCUMENT: Customer further 
agrees (a) that facsimile or electronic signatures may be 
accepted as original signatures; and (b) that this 
Agreement or any document created pursuant to this 
Agreement, may be maintained in an electronic  
document storage and retrieval system, a copy of which 
shall be considered an original. KMBS may  accept 
orders electronically from Customer pursuant to this 
Agreement. Neither party shall raise any objection to the 
authenticity of this Agreement or any document created 
hereunder, based on either the use of a facsimile 
signature or the use of a copy retrieved from an 
electronic storage system. 
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